
Final Assignment Due: Dec 10 CAS762 Fall 2010

1. Consider the three different definitions of security given in class:

Def 1: For M ∈ {0, 1}m define distribution DM on strings as follows: to choose a

random member of DM , choose a random K ∈ {0, 1}n and output Enc(M,K). Then

Enc is secure if DM is exactly the same for every M . That is, for every α ∈ {0, 1}∗, the

probability of α according to DM is independent of M .

Def 2: Enc is secure if for every M0,M1 ∈ {0, 1}m and for every D : {0, 1}∗ −→ {0, 1},
the following holds: consider the experiment where i is randomly chosen from {0, 1}
and K randomly chosen from {0, 1}n; then the probability that D(Enc(Mi,K)) = i is

≤ 1/2.

Def 3: Enc is secure if for every D : {0, 1}∗ −→ {0, 1}m, the following holds: consider

the experiment where M is randomly chosen from {0, 1}m and K is randomly chosen

from {0, 1}n; then the probability that D(Enc(M,K)) = M is ≤ 1/2m.

(a) Show that the three definitions of security for Enc are equivalent.

(b) Show that if Enc is a one-time pad, Enc(M,K) = M ⊕K, where M,K ∈ {0, 1}m,

then Enc is secure, according to our definition of security.

(c) Consider the following (weak) definition of decryptable: for every M,M ′ ∈ {0, 1}m
and K ∈ {0, 1}n, if M 6= M ′ then Enc(M,K) 6= Enc(M ′,K). Show that if Enc is

decryptable and if m > n, then Enc is not secure. Conclude that the “two-time

pad” is not secure.

2. Consider the ciphertext given at

http://www.cas.mcmaster.ca/~soltys/cas762-f10/cipher.txt

Your mission is to decrypt this text; here is some context that should help you in this

task (it is reasonable to assume that the “adversary” is aware of the context):

• The corresponding plaintext is an ASCII text; in fact, a chapter from a book —

classical literature.

• I used the command xxd -b plain.txt to obtain a binary “dump” of the file.

That is, each ASCII character (including “space” and “newline”) is now encoded

as an 8-bit byte, where each byte encodes the standard ASCII number of the

corresponding character.

• I applied an “8-bit long one-time pad key” to obtain cipher.txt; that is, each

group of 8-bits was “xored” with the same 8-bit long key k. Of course, this is

a very flimsy “recycled one-time pad encryption scheme,” and hopefully one that

you can break.
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3. Recall the definition of privacy or indistinguishability security given in class. Consider

the following four cryptosystems; show that the first two are indistinguishability secure,

but the last two are not. Also, in each case point out the (obvious) corresponding

decryption scheme.

• CS1: Let F be a pseudo-random function generator. For an n-bit k and n-bit

message pieces m0,m1,m2, . . ., define the 2n-bit encryption: ei := 〈ri,mi⊕Fk(ri)〉
where {ri} are randomly chosen n-bit strings.

• CS2: Let F be a pseudo-random permutation generator. For n-bit k and n-bit

message pieces m0,m1,m2, . . ., define the n-bit encryption: ei := FFk(i)(mi).

• CS3: Let F be a pseudo-random permutation generator. For n-bit k and n-bit

message pieces m0,m1,m2, . . ., define the n-bit encryption: ei := Fk(mi).

• CS4: Let F be a pseudo-random permutation generator. For n-bit k and n-bit

message pieces m0,m1,m2, . . ., define the n-bit encryption:

e−1 := Fk(0̄)

ei := Fk(ei−1 ⊕mi) i ≥ 0.
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