
CS3C03/SE4C03 Lab 1 due February 7th Winter 2014

Wireshark Lab 1: DHCP

In this lab we are going to examine the DHCP protocol, which is covered in Section 4.4.2,

starting on page 345, in the textbook. DHCP is used in corporate and private settings (in

wired and wireless LANs) in order to dynamically assign IP addresses to hosts. You are

going to examine DHCP packets captured with Wireshark. The Windows commands for

releasing/renewing addresses with DHCP are as follows:

ipconfig /release

ipconfig /renew

while the Mac OS X commands are as follows:

sudo ifconfig en0 up

sudo ifconfig en0 down

note that in Mac OS X you require superuser privilages in order to run this command. Also

note that in the second example the assumption is that DHCP is used to acquire an IP address

for the en0 interface.

In Mac OS X, if you have difficulties with the command line, you can also use the “System

Preferences → Network” and toggle the interface on and off:

Run these commands twice in a row while Wireshark is capturing packets, and then examine

the packets related to DHCP by using the filter bootp1.

On my machine this capture looks as follows:

1DHCP derives from an older protocol called BOOTP. To see DHCP packets in Wireshark, you need to
enter “bootp” and not “dhcp” in the filter.
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Note that in my example all entries are doubled; the reason for that is that Wireshark captured

both my en0 and en1 interfaces.

Examine your own capture and answer the following questions. You may want to document

your answers with screen shots of your Wireshark; you will present the answers to the TA in

order to be graded for this assignment.

1. Are DHCP messages sent over UDP or TCP?

2. Draw a timing datagram illustrating the sequence of the packets

Discover/Offer/Request/ACK DHCP

exchange between the client and server. For each packet, indicated the source and

destination port numbers. Are the port numbers 67 and 68?

3. What is the link-layer (e.g., Ethernet) address of your host?

4. What values in the DHCP discover message differentiate this message from the DHCP

request message?

5. What is the value of the Transaction-ID in each of the first four

Discover/Offer/Request/ACK DHCP

messages? What are the values of the Transaction-ID in the second set (Request/ACK)

set of DHCP messages? What is the purpose of the Transaction-ID field?
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6. A host uses DHCP to obtain an IP address, among other things. But a hosts IP address

is not confirmed until the end of the four-message exchange! If the IP address is not

set until the end of the four-message exchange, then what values are used in the IP

datagrams in the four-message exchange? For each of the four DHCP messages

Discover/Offer/Request/ACK DHCP

indicate the source and destination IP addresses that are carried in the encapsulating

IP datagram.

7. What is the IP address of your DHCP server?

8. What IP address is the DHCP server offering to your host in the DHCP Offer message?

Indicate which DHCP message contains the offered DHCP address.

9. In the example screenshot in this assignment, there is no relay agent between the host

and the DHCP server. What values in the trace indicate the absence of a relay agent?

Is there a relay agent in your experiment? If so what is the IP address of the agent?

10. Explain the purpose of the router and subnet mask lines in the DHCP offer message.

11. Explain the purpose of the lease time. How long is the lease time in your experiment?

12. What is the purpose of the DHCP release message? Does the DHCP server issue an

acknowledgment of receipt of the clients DHCP request? What would happen if the

clients DHCP release message is lost?

13. Clear the bootp filter from your Wireshark window. Were any ARP packets sent or

received during the DHCP packet-exchange period? If so, explain the purpose of those

ARP packets.
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