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ACM Regional Competitions 2018

https://icpc.baylor.edu/regionals/finder/world-finals-2018
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Sobering Stats

NSB: engineering degrees dropped 20% since 1985
ACT: less than 6% high school seniors plan to take engineering
AFS: 0.8% students plan to major in math

Intel Science Fair: emillion Chinese students applied; 65K US
students did (~100:1)

50% of US Engineering PhDs go to foreign students

In next decade, 90% of world scientists & engineers will reside
in Asia






We are going to use the following arrays:

‘:ilillb i,_i1l‘.]

These array will contain identifiers (given as positive integers) of all the containers. So for
example, ship[2,3,5] = 97 means thatin the second row, third column, at depth 5, we have
contained number 97. As 'n the picture below, the red container is in position [1,1,1].
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Graph fitting
Fressure vs Gap







Introducing 4 projects

e Cybersecurity at HAAS

e Zane Gittins
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Cybersecurity
Haas Automation

By Zane Gittins
Under the guidance of Dr. Soltys
Made possible by the Hank Lacayo Program



My Role: Proactive In-House Cybersecurity

e Frequently take on the role of an outside attacker.

e Stay up to date on the latest cyber threats.

e C(Coordinating with network engineers and IT.
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Eternal Blue: Background

e | eaked by group called
the Shadow Brokers.

e Developed by the
National Security

Agency.

The NSA Hackers Are Back!




Eternal Blue: SMB Vulnerability

e Makes use of
vulnerabilities In
service message Client T
block protocol v1.

B Bequests

B Eesponses




Eternal Blue: Demonstration

Gateway
192.168.96.1
) S Attacker's Target
Eternal Blue Bxoloit TSV FTP Cormeclions Allowed (Ubuntu)
(Windows 7) 192.168.96.101
192.168.96.8

All connections blodked




Eternal Blue: Demonstration

Demonstration



https://www.youtube.com/watch?v=gwTXkUiobas&feature=youtu.be

Network Topology




Wannacry Malware

e Mitigate vulnerabillities
as soon as possible.

e Estimated hundreds of
millions to billions of
dollars in damages.




Wannacry Malware

Ooops, your files have been encrypted!

Whart Happened to My Computer? ® Ra n SO mwa re

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they hive been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

M 2 | |
made possible b
Fayment will be raised on p y

=8 Can I Recover My Files?
1672017 00:47:35 Sure. We guarantee that you can recoverall your files safely and easily. But you have

not so enough time.
Time Left You can decrypt some of your flles for free. Try now by clicking <Decrypt>,

' » . . » ¢ .
“ouiplbepimocty hagrid 't grolunsilsayenser o HEESRIRONENG cry ptO currencies.

B Also, if youdon't pay in 7 days, you won't be able to recover your files forever.
l We will have free events for users who are so poor thatthey couldn’t pay in 6 months.

Your files will be lost on

How Dol Pay?

Payment isaccepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some ditcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

i r)

2002017 00:47:55

lime Left

Send $300 worth of bitcoin to this address

bitcoin _
pritabbid [12t9YDPgwueZ9NyMow519p7AABIsjré SMw

Contact Us




Advantages of In-House Penetration Testing

Dplkrs by Date

e Length of engagement.
e Deeper understanding of assets, .

policies, and infrastructure.

e Rapid testing of novel vulnerabilities. ..
e State backed exploit development
and cyber campaigns.

o Eternal Blue, Eternal Romance,

Stuxnet.




e SEAKER

 Eric Gentry, Geet,
Ryan Mclintyre

e Working with HTTF




Portable
Digital Forensics Iriage lool

orage Evaluator And Knowledge Extraction Reader

Eric Gentry
California State University Channel Islands



Modern Fornsic Lab
* Cumbersome ,.?_gg \

* Expensive
 Stationary

* Labor Intensive
* Analysis in days

* Not suitable for
the field

http://dujs.dartmouth.edu/2013/03/computer-forensics-in-criminal-
investigations/#. Wr7qlJPwbéw



Modern Mobile Forensic Lab

* Simple
* [nexpensive
* Mobile
* Easy to use

* Analysis In
minutes

* Field-Ready

http:/tech-lives.com/data-recover-from-memory-

card-hard-drive/

http://nocamels.com/2018/02/cellebrite-hack-phone



Technology Behind SEAKER

raspberry pi |
+
analysis code
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http://www.softicons.com/system-icons/simple-icons-by-harwen-
zhang/hard-drive-icon



* File content
* Browser history
* Deleted filee

mages - ESCSESCSRARIRR

Key-Frame Extraction Agproach

* Videos
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Key-frama 1 |

-
Key-frame 2

https://www.makeuseof.com/tag/search-file-
contents-windows/



Forensic Use Verificationfi

* Write Block Independent Verification
* Tableau Forensic SATA/IDE Bridge Kit (T

* NIST

» Computer Forensics Tool Testing Prograr
 Hardware Write Block
* Mobile Devices

National Institute of
H Standards and Technology
U.S. Department of Commerce

https://www.nist.gov

https://www.guidancesoftware.com/tableau/hardware/t35u



Universal Usage Potentii 4578,

* Ventura County District Attorney

 SCHTTF (Southern California High Tec
Force)

* Corporate IT
e Militarv annliratinng \

| |

http://www.microone.com/Corporate.htm
https://www.defenseindustrydaily.com/rugged-notebooks-

american-military-06767/




* Image Recognition

Source Hash Source Hash

e Geet y
e Difference Hashing . -

o H I I F Cryptagraphic Perceptual



Image Recognition

-Geetanjali Agarwal
Under the guidance of Dr. Michael Soltys
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Image Recognition
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Image Fingerprinting/Hashing

Input Data § » | Output Hash



Difference Hash Algorithm

* dhash is based on image gradient
» Steps involved —

— Q) — = — 143602012610
211678

Input Reduce size  Reduce color Compute the

(but then (Grayscale the hash
Image magnified for image)
viewing)



Speed and Accuracy

* Very few false positives
* Comparison with the other
algorithm -Average Hash

Detecting Near-Duplicate images



Amazon Web Services

phpMuyAdmin
Sale w e

Recent Favortes

& New

=y imagerac
o New

I : .
'+_ » imageDetails

- imagetHash

+— o informeticn_schema

|

T mysql

+.. 1 perfcrmance_schema

1 Server: ocalhost » @ Dalabase: mmagerec » i TablezimaceDelais

Browse

SELECT * FROM

# Structure

fnagiDetadls

1 » > - ‘
Sl by key: | Nore
' Options
4 T » v

o

Euil 3 Cuvy @ Dulek
Edit 3 Cooy @ Delele
Edit 3¢ Cooy @ Delee
Edit 3¢ Cooy Q Delete
Edit §< Cooy @ Delete
Edit 3¢ Cooy @ Delee
Edit 3 Cooy @ Delete
Edit 3¢ Cooy © Ddete
Edit < Cooy @ Delete

Edit 3< Cooy @ Delete

L saL . Search ¥ Insert

WHERE 1

Show al l Nurmbcrof rows: 25 v

imagelD imageFath

g 000 ClJserns\yeulaDesslop\esl
image 02 C:\Jsers\geetalDas<toplest
image_0C03 C:\Jsers\geetaDasctop\lest
imaga OC0L C:\Users\geetaDasctopilast
image 0COS
Image_0C0%
image_0CO7T
imaga_0C08
image 000

image 0C10

C:\Jsers\gestaDasctop\lest
CiJsers\geetaDasctopiest |
C:\Jsers\geetaDasclopllest |
C:\Jears\peetaDasclopllest
C:\Jsers\gectaDasctopilost .

C:\Jzers\gestaDasctop\lest |

=+ Expori

Fiter rows: | Se

imageFormat
[IEY
BItY
Jg

JP9



A4 6 8 10 12 14 16 18 20 22 21 26
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bio-informatics

e Ryan Mclntyre
e Algorithms in
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e WHOWEARE =
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HOWWE GOT HERE

| —————————————————|
= Ancient DNA —
I and the New Science of [
- the Human Past -
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Standing on the shoulders of giants...

"\“ J /‘ (3 l' :
Paul Erdosz Laszl6 Lovasz "Keyser Soze”
1913-1996 1948 19077



clique cover size

Worst-case minimum cover sizes

Y —— exact bound
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Cover size vs density over 1000 vertices

x  No Sorting
A Dynamic CR by Vscore

120000 1 & cR, ECC, Removals

100000 -

80000 -

60000 -

40000 -

cover size by sorting method

20000 -
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