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3 Klein’s attack on RC4

Suppose w key streams were generated by RC4 using packet keys with a fixed root key and
different initialization vectors. Denote by K, = (Ky[0], ..., Ku[m]) = (IV4||Rk) the uth packet

key and by X, = (Xu[0],...,Xy[m — 1]) the first m bytes of the uth key stream, where
1 < u < w. Assume that an attacker knows the pairs (IV,, X,) — we shall refer to them as
samples — and tries to find Rk.

In [5], Klein showed that there is a map F;: (Z/nZ)" — Z/nZ with 1 < i < m such that

K[d], with Prob ~ 136

a # Kli], with Prob < % for all a

If the first 7 bytes of a packet key are known, then the internal permutation S;_; and the
index j at the (i — 1)th step of the RC4 key setup algorithm can be found. We have

Fi(K[0),... Kl = 11, X[i — 1]) = S74 i = X[i = 1]] = (ji1 + Sic1[i]) mod n

The attack is based on the following properties of permutations.

Theorem 1 For a random permutation P, and random number j € {0, ..., n — 1}, we have

Prob(P[j] + P[P[i] + P[j] mod n] = i mod n) = %
n—2

Prob(P[j] + P[P[i] + P[j] mod n] = ¢ mod n) = m

where i,c € {0,. .., n — 1} are fized, and ¢ # i.
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Course Outline

. Crypto: basics 6. Authentication: kerberos

. Crypto: symmetric ciphers,

Assignment: break a MAC 7. Tools:

. Crypto: DES, IDEA, AES, . OpenSSL & GnuPG

htpasswd; case study: break

WEP Il. Hashcat & John Ripper

[ll. Kali Linux, Wireshark &

. Crypto: blocks & hashes Palo Alto Firewalls

. Crypto: public key: D-H,

ElGamal, RSA, elliptic curves V. Malware



Cryptoanalysis
How to break a code
Encoding vs Encryption

Base 64 Encrypted String:
0Z04bYkMsJoFV3csbYwcecmXEcjnHzj3EU1HndV4kMsJoFbYkMsJ
oFeVUlwgcBtpMébZcFtpw7wVDzV34Bbak7s1U5uKc4vKkGbZQ5
bak7slUBtpw7wW/zV4w7rqjztpIAuKcHrpDztZYBsVUCv1U4xp
n/bT8WuKo/sVU5v5YAs1UHta3zs500v5sIuVUGXpIAsgkFxmPz
Vz8culUKtZYHbZk8vKkOu6jzsZodvafzuKbzvIJA8sqfBbT8Vwqg
cBwVUHtZnzs54FslUCs1UHtZ4Bs1U4xpoGiFTdmJLzwJ00wVUK
tpM6VFU3rqcd4bZ04bZYGVvZ4FsmPzV4w7rqjzwZz04bZ00u5j/bz
k0Ov5nzvJo8x5nzwZ04bZs8v5nSbT7djpM3baw7rqjzvJ0CwpE3
sqb/bVrzwJ00wVUOVv6j/bT8WuKo/sVUHwWI4GwVUHtZnzvJ4Bsq
wGbZQ5bak7x1U7spYFwWPzV3YBsVUKtZoBbak7x1U7spYFwVU1
spwOulUHuUFUlspYHeVTdoJ00wVU3v500sVU7rpM3iFT5baw7rgq
jzsac4rpjzs504wWPzVz8qgtZYHbak7s1lU7rpIAsgbSbaw7rqgjz
wZ04bZg7rp4BeVTdlpLzwJ00wVUSwgcBrpg4bawOvFUHta3zré
cO0tpLSbT8qtZYHbak7s1U0u6s8uWPzwJ00wVU3v500sVU6V5YG
vVDzV3k0v5nztqgkGbZk4rpk/x1UHsqcFuKcGbZg/rqgDblTdVv4
w7spLzwZ04bagHrgcGbak7v50KbZkCwILzwZ04tgbzvKU4rgcG
bT8Uu5jzwIJYHsgb6sVU7spYJIspLzwJ4HtVUHtZ08v1UHSPYFVG
7z2V3k8sVU7s1UGup4/slU7tqfzwIQFtFUHUFUGSpnSbT8Xtpjz
tZnzwJ0CbZI0sZnzwZ04bXEOupbzupY+slUHtZ04iFTdV4kMsJ
oFbYkMsJoFbZcIv5M8u5vzr6c8sJ0HeVTdlpLzwZ04bZsCv50G
wafzuJrzwZ04bZM8sJ0Hh1TdoJ00wVUBupICv6k0uvVU7rpM3bZ
QFbZoMs1DzV3k0v5nzs6cOupnzwZ0MbZs4rqc5wpDzvK4AupoH
v63SVz==

10



Needham-Schroeder Protocol

N1l,Alice wants Bob
KDC
generate
KA{Nl, "BOb",KAB,thket} KAB

ticket, Kap{NZ2}

Kag{N2-1,N3}

Kag{N3-1}
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8. TIA A it
Comp Security + 10. Another assignment, usually

coding in Python

SecurityBld  recrton

|. Long list of articles

. (articles more current
9. AWS security than textbooks)

Q ‘‘‘‘ C[\ a Il. Ability to articulate ideas

about security
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Penetration lTesting

File Edit View Go Capture Analyze Statistics Help

Most Powerful Platform for Security e o &
Researchers, Pentesters and Hackers ’

B ResdyF S

l -~ l[ % Expression...l

MMMEX e

ﬁ’gea'" &Apply]

No. . Time Source Destination Protocol | Info =
47 139.931463 ThomsonT_08:35: 4f Wistron_07:07:ee ARP 192.168.1.254 is at 00:90:d0:08:35:4f
48 139.931466 192.168.1.68 192.168.1.254 DNS Standard query A www.google.com =
49 139.975406 192.168.1.254 192.168.1.68 DNS Standard query response CNAME www.l.google.com A 66.102.9.99
50 139.976811 192.168.1.68 66.102.9.99 TCP 62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
S1 140.079578 66.102.9.99 192.168.1.68 TCP http > 62216 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 |
52 140.079583 192.168.1.68 66.102.9.99 TCP 62216 > http [ACK] Seq=1 Ack=1 Win=65780 Len=0
53 140.080278 192.168.1.68 66.102.9.99 HTTP GET /complete/search?hl=en&client=suggest&js=true&q=m&cp=1 H
54 140.086765 192.168.1.68 66.102.9.99 TCP 62216 > http [FIN, ACK] Seq=805 Ack=1 Win=65780 Len=0
S5 140.086921 192.168.1.68 66.102.9.99 TCP 62218 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
56 140.197484 66.102.9.99 192.168.1.68 el http > 62216 [ACK] Seq=1 Ack=805 Win=7360 Len=0
S7 140.197777 66.102.9.99 192.168.1.68 TCP http > 62216 [FIN, ACK] Seq=1 Ack=806 Win=7360 Len=0
58 140.197811 192.168.1.68 66.102.9.99 TCP 62216 > http [ACK] Seq=806 Ack=2 Win=65780 Len=0 |
S0 140 210210 &8 105 0 00 105 180 1 &0 Trn ht+n = £9910 [eVAL_ ACK] Can—0 Ack—1 WEn=5790 | an—n Mcc—1420 1)

)

D Frame 1 (42 bytes on wire, 42 bytes captured)
D Ethernet II, Src: Vmware_38:eb:0e (00:0c:29:38:eb:0e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Address Resolution Protocol (request)

oooo ff ff ff ff ff ff 00 oc 29 38 eb 0e 08 06 00 01
0010 08 00 06 04 00 01 00 Oc 29 38 eb Oe cO a8 39 80
0020 00 00 00 00 00 00 cO a8 39 02

eth0: <live capture in progress=> Fil... = Packets: 445 Displayed: 445 Marked: 0 Profile: Default

Wireshark

CONSOLE CONSOLE use HA STAT ALM TEMP PWR

Palo Alto Firewall
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Penetration testing tools on
Kali Linux

. Nmap 8. Impacket
2. Aircrack-ng 9. PowerSploit
3. Wifiphisher 10. Luckystrike
4. Burp Suite 11. BeEF
5. OWASP ZAP 12. THC-Hydra
6. SQLmap 13. Immunity

/. CrackMapExec 14. Social Engineering Toolkit

14



)/
lr’f”’f"'
4’ ’/// /i

Questions?

Michael Soltys

michael.soltys@csuci.ed
WWW.msoltys.com
w @MichaelMSoltys
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