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Our Backgrounds
•Kyle
• ~4.5 Years @ Haas
•Multiple Technical Roles
• CSU Chico Alum

•Zane
• ~1.5 Years @ Haas
• First Security Engineer
• CSU Channel Islands Alum & Working on Graduate in 

Computer Science



What is a SIEM?
•Security Information and Event Management
•One Stop Shop



Why Build Your Own?
•Central Log Management
•Highly Configurable
•Gets Grease Under Fingernails
•Only Cost Is Man Hours + VM’s
•Scalable



Technologies Used
• Graylog
• ElasticSearch
• MongoDB

• Zabbix
• MySQL

• Grafana
• Syslog
•Winlogbeat/Filebeat
• InfluxDB
• HAProxy
• CentOS/Ubuntu



Grafana 
•Monitoring/Analytics Tool

•Dashboards

•Plugins

•Many DataSources

•Alerts







Landscape Overview





v1 Sizing
• Three VMs
• Zabbix/Grafana Server
• 2 vCPU / 8GB RAM
• 25 GB Disk (MySQL Database)

•Graylog Servers
• Graylog/MongoDB
• 4 vCPU / 4GB RAM 
• 25 GB Disk (MongoDB)

• ElasticSearch
• 4 vCPU / 16GB RAM
• 100 GB Disk





Data Sources



Data Sources
• Windows
• Event Logs (Winlogbeat)
• Flat File Logs (Filebeat)

• Linux
• System Logs (Rsyslog)
• Application Logs (Local Facilities -> Rsyslog)

• Network Devices
• Cisco Devices
• Palo Alto
• F5

• Zabbix
• Custom Programs/Scripts
• San Francisco



Zabbix Overview
•Open Source Monitoring Tool
•Agent & Agentless
•3.4 -> 4.0 LTS
•Web GUI



Zabbix Landscape



Zabbix Server
•Host Monitoring
• CPU
• Disk
•Memory
• Services

•Web Monitoring
• Unit Testing
• Performance Testing











GrayLog Overview
•Log Management Platform

• Intuitive Web Console

•MongoDB/ElasticSearch

•2.5 -> 3.0 LTS



GrayLog Landscape



GrayLog Server
•Network/System/Application Logs
• RSYSLOG – Linux
• Application

• SYSLOG – Appliances
• Filebeat
•Winlogbeat





Custom Monitoring Programs
•Application Monitoring
•Custom Host Monitoring
•Database Monitoring



Custom Programs Landscape



PowerShell Example
•Get-NetTCPConnection -LocalPort 443

•Write Script to Parse Returned Values

•Put on Scheduled Task

•Script + Zabbix





Inputs



Meaningful Data
•Extractors.

•Pipelines.

•Code.

Data Knowledge Action

Automation



Extractors
•Copy Input
•Grok Patterns
•JSON
•Regex
•Delimiters
•Substrings
•Lookup Tables

%{IP:client} %{WORD:method} 
%{URIPATHPARAM:request} %{NUMBER:bytes} 
%{NUMBER:duration}

55.3.244.1 GET /index.html 15824 0.043



Extractors: Use Case

• Identify malicious activity in Apache logs.

apache-access example.server
<ip address> 
POST /q.php HTTP/1.1 200



Extractors



Pipelines
• Stages

• Rules

rule "has firewall fields" 
when 

has_field("src_ip") && has_field("dst_ip") 
then 

<do action>
end



Pipelines



Pipelines: Use Case
• Clean “dirty” data.

• Drop noisy logs.

• Calculate hashes, match IP to CIDR, format dates, 
AlienVault OTX, Spamhaus, whois, and much 
more.



Code
•TCP connections.

•Most powerful and time consuming.

•Language considerations.



Code: Use Case
•Connectors.

•Multiple databases.

•Environment Specific.





Drilldowns



Drilldowns





• Know exactly why an alert triggers.

•Many Ways to Alert:
•Email
•Slack
•SMS
•And many more.

Alerting



Appendix
• Rsyslog:

• https://github.com/rsyslog/rsyslog

• Graylog
• https://www.graylog.org/products/open-source

• Zabbix:
• https://www.zabbix.com/

• Winlogbeat:
• https://www.elastic.co/downloads/beats/winlogbeat-oss
• https://www.elastic.co/guide/en/beats/winlogbeat/current/winlogbeat-getting-started.html

• Filebeat –
• https://www.elastic.co/downloads/beats/filebeat-oss
• https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-getting-started.html

• ElasticSearch:
• https://www.elastic.co/downloads/elasticsearch-oss

• Grafana:
• http://docs.grafana.org/installation/debian/

• Icons:
• www.flaticon.com
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