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Wilson Greatbatch

* |Inventor of 1st implantable
pacemaker

* workshop in barn in Clarence,
NY

* 10 year old Stephen Cook a
precocious neighbor
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WANTED

"H" A EL E"EX R

Conspiring to Commit Computer Fraud; Accessing a Computer Without Authorization for the Purpose
of Commercial Advantage and Private Financial Gain; Damaging Computers Through the
Transmission of Code and Commands; Aggravated Identity Theft; Economic Espionage; Theft of

Trade Secrets .
UglyGorilla

®

Huang Zhenyu  WenXinyu  SunKailiang  Gu Chunhui Wang Dong




“There are two kinds of big companies
In the United States. Those who have been hacked
by the Chinese, and those who don’t know they
have been hacked by the Chinese”

—Director of FBI, October 5, 2014



Podesta Hack
2016

Google ©
Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account
john.podesta@gmail.com.

Details:
Saturday, 19 March, 8:34:30 UTC

IP Address: 134.249.139.239
Location: Ukraine

Google stopped this sign-in attempt. You should change your password immediately.

CHANGE PASSWORD

Best,
The Gmail Team

You received this mandatory email service announcement to update you about important changes to your Google product or account.



WannaCry

Payment will be raised on

511672017 00:47:55

Time Left

Your files will be lost on
52012017 00:47:55

Time Left

Contact Us

2016
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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

il We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAIT S nvss W s Duns e NI D uns

Send $300 worth of bitcoin to this address:

bitcoin _
e [12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw




Jeremiah Grossman &
@jeremiahg

They refused the pay the $6,500 ransom demand...

"A Battle Creek, Mich. medical practice is being forced to
shut its doors after cyberattackers wiped out its files when
the firm refused to pay a ransom."

SC Media @SCMagazine
Michigan medical practice folds after ransomware attack |
ow.ly/v8bG300ixa2

Q32 1:36 PM - Apr 2, 2019

O 51 people are talking about this



Emotet
Dec 12, 2018

http://bit.ly/2GdGLBB



http://bit.ly/2GdGLBB

Kim Zetter & . 4
@KimZetter

ASUS, one of world’s largest computer makers, installed
backdoor on thousands of customer computers last yr after
hackers compromised its software update tool. The file was
signed w/ ASUS digital certificates to make it look like
authentic software update.
motherboard.vice.com/en_us/article/...

3,031 6:13 AM - Mar 25, 2019 ®

Hackers Hijacked ASUS Software Updates to Install Back...

The Taiwan-based tech giant ASUS is believed to have pushed
the malware to hundreds of thousands of customers through its

motherboard.vice.com

Q 3,171 people are talking about this >



BEST-SELLING AUTHOR OF DATA AND GOLIATH

CLICK HERE TO
KILL EVERYBODY

Security and Survival in
a Hyper-connected World

The Fall of Big Data and the Rise
of the Blockchain Economy
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RAND

CORPORATION

Report RR2299
“Estimating the cost of cyber risk”

Cybercrime has a global cost of
$799 billion to $22.5 trillion



Typical Malware Exploit

“Buffer Overflow”







John von Neumann
“Good times Johnny”
1903 - 1957

Stanistaw Ulam
1909 - 1984



Why all these attacks?

e Large attack surface
: i e Small gains
ie Complexity
ie Skills gap
te Attribution

:e Public education
te Skill vs Ability :



What are the challenges?

(Challenges are opportunities!)

. te Education:

te Scientific foundations :

: e Public

ie Software Engineering

* Workforce

te Business, IT & _ _ _

:  Academia . te Compliance: standards, :
: & policies and regulations :
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] event_log

“event_id INT(11)
@ photo_id INT(11)
> event_date DATETIME
< source_ip VARCHAR(16)
< get_request TEXT
“raw_data TEXT
“notes TEXT

' photo_id INT(11)
> photo_hash VARCHAR(32)
“link _hash VARCHAR(32)
> upload _date DATETIME
“notes TEXT

>

>

2| VirusTotal




Good news!

Information Security 7 Best Practices
Solves most security issues



michael.soltys@csuci.edu

@MichaelMSoltys

http://prof.msoltys.com
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