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Cybersecurity

\ A Secretary Betsy DeVos &
B ©@BetsyDeVosED

GCTF: 40K unfilled jobs in

California, 300K+ nation wide

We all have a role in keeping America's vital information
(https://www.cyberseek.org/heatmap.html)

systems & our nation safe. That's why we've partnered
with @WHNSC @NSF to honor educators who are

IP stolen: F-35 now the J-31 preparing the next generation of cybersecurity
professionals! blog.ed.gov/2019/10/nomina...

Ransomware damages in
2018 to exceed $8B

Baltimore City hit, $18M loss,
crippled for a month

(https://www.comparitech.com/antivirus/ransomware-statistics/)
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IP stolen: F-35 now the J-31 preparing the next generation of cybersecurity
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Ransomware damages in e We want to serve our region:
2018 to exceed $8B - As a hub of expertise

- Create a workforce
Baltimore City hit, $18M loss, - Offering training

- Educating the public

crippled for a month - Research & Development
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“Security is the process of maintaining an
acceptable level of perceived risk for a specified
event”

— Richard Bejtlich



Our Philosophy
“Theory In practice”

e Strong theoretical foundations:
» Mathematics

> Algorithms and Protocols

> Programming » Software Engineering
e Practical applications:

> Hands on examples

» R&D on real world problems

> Partnerships with the industry



Why all these attacks?

e Large attack surface
: i e Small gains
ie Complexity
ie Skills gap
te Attribution

:e Public education
te Skill vs Ability :



What are the challenges?

(Challenges are opportunities!)

. te Education:

te Scientific foundations :

: e Public

ie Software Engineering

* Workforce

te Business, IT & _ _ _

:  Academia . te Compliance: standards, :
: & policies and regulations :



October 11, 2019
8:00AM - 4:00PM

California State University Channel Islands

Petit Salon
@ Sponsored By -* £
Haas Automation Inc.

Channel |S.|zmds CSU Channel Islands

Open to all businesses or individuals in Los
Angeles, Santa Barbara, and Ventura
counties with interest in cybersecurity and
keeping business secure.

Snacks and lunch will be provided.

Please RSVP via the link below or email by
Oxtober 4th:

https://bit.ly/2ZnytPH
cybersecurity-conference@haascnc.com

If you have questions please email:
cybersecurity-conference@haascnc.com

Schedule

Arrival/Registration:

Welcome:
Keynote:
Presentation:
Lunch:
Presentation 1:
Presentation 2:
Presentation 3:
Presentation 4:
Closing:

8:00AM - 9:00AM
9:00AM - 9:30AM
9:30AM - 10:30AM
11:00AM - 12:00PM
12:00PM - 1:00PM
1:00PM - 1:30PM
1:30PM - 2:00PM
2:30PM - 3:00PM
3:00PM - 3:30PM
3:30PM - 4:00PM



Club

The NETSEC club is a cyber security focused
student organization.

What we do:

Talks from professionals in industry
Particpate in online CTFs (Capture the Flag)
Tutorials/demos of pen testing tools

Q
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Our CTF team, 0x325, particpates

ﬂ:l: 3 2 5 in online CTF competitions during

GIAMIHEHIERIS:]I the semester.

j
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Collaboration with
SoCal HTTF



SEAKER
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Password Beast
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Voyager

_| event_log v
event_id INT(11)

¥ photo_id INT(11)
event_date DATETIME
source_ip VARCHAR(16)
get_request TEXT
raw_data TEXT
notes TEXT

——
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_| photo_log v

photo_id INT(11)
photo_hash VARCHAR(32)
link_hash VARCHAR(32)
upload _date DATETIME
notes TEXT




Virus lotal

> ] VirusTotal
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Courses



COMP 424/524

3 Klein’s attack on RC4

Suppose w key streams were generated by RC4 using packet keys with a fixed root key and
different initialization vectors. Denote by K, = (Ky[0], ..., Ku[m]) = (IV4||Rk) the uth packet

key and by X, = (Xu[0],...,Xy[m — 1]) the first m bytes of the uth key stream, where
1 < u < w. Assume that an attacker knows the pairs (IV,, X,) — we shall refer to them as
samples — and tries to find Rk.

In [5], Klein showed that there is a map F;: (Z/nZ)" — Z/nZ with 1 < i < m such that

K[d], with Prob ~ 136

a # Kli], with Prob < % for all a

If the first 7 bytes of a packet key are known, then the internal permutation S;_; and the
index j at the (i — 1)th step of the RC4 key setup algorithm can be found. We have

Fi(K[0),... Kl = 11, X[i — 1]) = S74 i = X[i = 1]] = (ji1 + Sic1[i]) mod n

The attack is based on the following properties of permutations.

Theorem 1 For a random permutation P, and random number j € {0, ..., n — 1}, we have

Prob(P[j] + P[P[i] + P[j] mod n] = i mod n) = %
n—2

Prob(P[j] + P[P[i] + P[j] mod n] = ¢ mod n) = m

where i,c € {0,. .., n — 1} are fized, and ¢ # i.
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Cryptoanalysis
How to break a code
Encoding vs Encryption

Base 64 Encrypted String:
0Z04bYkMsJoFV3csbYwcecmXEcjnHzj3EU1HndV4kMsJoFbYkMsJ
oFeVUlwgcBtpMébZcFtpw7wVDzV34Bbak7s1U5uKc4vKkGbZQ5
bak7slUBtpw7wW/zV4w7rqjztpIAuKcHrpDztZYBsVUCv1U4xp
n/bT8WuKo/sVU5v5YAs1UHta3zs500v5sIuVUGXpIAsgkFxmPz
Vz8culUKtZYHbZk8vKkOu6jzsZodvafzuKbzvIJA8sqfBbT8Vwqg
cBwVUHtZnzs54FslUCs1UHtZ4Bs1U4xpoGiFTdmJLzwJ00wVUK
tpM6VFU3rqcd4bZ04bZYGVvZ4FsmPzV4w7rqjzwZz04bZ00u5j/bz
k0Ov5nzvJo8x5nzwZ04bZs8v5nSbT7djpM3baw7rqjzvJ0CwpE3
sqb/bVrzwJ00wVUOVv6j/bT8WuKo/sVUHwWI4GwVUHtZnzvJ4Bsq
wGbZQ5bak7x1U7spYFwWPzV3YBsVUKtZoBbak7x1U7spYFwVU1
spwOulUHuUFUlspYHeVTdoJ00wVU3v500sVU7rpM3iFT5baw7rgq
jzsac4rpjzs504wWPzVz8qgtZYHbak7s1lU7rpIAsgbSbaw7rqgjz
wZ04bZg7rp4BeVTdlpLzwJ00wVUSwgcBrpg4bawOvFUHta3zré
cO0tpLSbT8qtZYHbak7s1U0u6s8uWPzwJ00wVU3v500sVU6V5YG
vVDzV3k0v5nztqgkGbZk4rpk/x1UHsqcFuKcGbZg/rqgDblTdVv4
w7spLzwZ04bagHrgcGbak7v50KbZkCwILzwZ04tgbzvKU4rgcG
bT8Uu5jzwIJYHsgb6sVU7spYJIspLzwJ4HtVUHtZ08v1UHSPYFVG
7z2V3k8sVU7s1UGup4/slU7tqfzwIQFtFUHUFUGSpnSbT8Xtpjz
tZnzwJ0CbZI0sZnzwZ04bXEOupbzupY+slUHtZ04iFTdV4kMsJ
oFbYkMsJoFbZcIv5M8u5vzr6c8sJ0HeVTdlpLzwZ04bZsCv50G
wafzuJrzwZ04bZM8sJ0Hh1TdoJ00wVUBupICv6k0uvVU7rpM3bZ
QFbZoMs1DzV3k0v5nzs6cOupnzwZ0MbZs4rqc5wpDzvK4AupoH
v63SVz==
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N1l,Alice wants Bob

Ka{N1, "Bob", Kpap, ticket}

ticket, Kap{N2}

KDC
generate

Kag

o]

Kap{N2-1,N3}

Kap(N3-1}

Theory in Practice

Needham-Schroeder Protocol

19



N1,Alice wants Bob

Ka(N1, "Bob", Kap, ticket}

ticket, Kap{N2}

KDC
generate

Kag

o]

Kap{N2-1,N3}

Kap({N3-1}

Theory in Practice

Needham-Schroeder Protocol
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Kerberos: 3 headed hound of Hades



Theory in Practice

A N1,Alice wants Bob B
KDC
. generate
Ka{N1, "Bob",Kpp,ticket} Kap

ticket,Kap{N2}

Kap{N2-1,N3}

Kap(N3-1}

www.theoi.com

Needham-Schroeder Protocol Kerberos: 3 headed hound of Hades

DY N - N o~

Device Login Provider Amazon Cognito AWS STS
Login

2

Getld

2
ta

le—validation————>

GetCredentialsForldentity

2
>

l«—— validation ———

AWS Cognito: Identity Federation

21



Penetration lTesting

File Edit View Go Capture Analyze Statistics Help

Most Powerful Platform for Security e o &
Researchers, Pentesters and Hackers ’

B ResdyF S

l -~ l[ % Expression...l

MMMEX e

ﬁ’gea'" &Apply]

No. . Time Source Destination Protocol | Info =
47 139.931463 ThomsonT_08:35: 4f Wistron_07:07:ee ARP 192.168.1.254 is at 00:90:d0:08:35:4f
48 139.931466 192.168.1.68 192.168.1.254 DNS Standard query A www.google.com =
49 139.975406 192.168.1.254 192.168.1.68 DNS Standard query response CNAME www.l.google.com A 66.102.9.99
50 139.976811 192.168.1.68 66.102.9.99 TCP 62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
S1 140.079578 66.102.9.99 192.168.1.68 TCP http > 62216 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 |
52 140.079583 192.168.1.68 66.102.9.99 TCP 62216 > http [ACK] Seq=1 Ack=1 Win=65780 Len=0
53 140.080278 192.168.1.68 66.102.9.99 HTTP GET /complete/search?hl=en&client=suggest&js=true&q=m&cp=1 H
54 140.086765 192.168.1.68 66.102.9.99 TCP 62216 > http [FIN, ACK] Seq=805 Ack=1 Win=65780 Len=0
S5 140.086921 192.168.1.68 66.102.9.99 TCP 62218 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
56 140.197484 66.102.9.99 192.168.1.68 el http > 62216 [ACK] Seq=1 Ack=805 Win=7360 Len=0
S7 140.197777 66.102.9.99 192.168.1.68 TCP http > 62216 [FIN, ACK] Seq=1 Ack=806 Win=7360 Len=0
58 140.197811 192.168.1.68 66.102.9.99 TCP 62216 > http [ACK] Seq=806 Ack=2 Win=65780 Len=0 |
S0 140 210210 &8 105 0 00 105 180 1 &0 Trn ht+n = £9910 [eVAL_ ACK] Can—0 Ack—1 WEn=5790 | an—n Mcc—1420 1)

)

D Frame 1 (42 bytes on wire, 42 bytes captured)
D Ethernet II, Src: Vmware_38:eb:0e (00:0c:29:38:eb:0e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Address Resolution Protocol (request)

oooo ff ff ff ff ff ff 00 oc 29 38 eb 0e 08 06 00 01
0010 08 00 06 04 00 01 00 Oc 29 38 eb Oe cO a8 39 80
0020 00 00 00 00 00 00 cO a8 39 02

eth0: <live capture in progress=> Fil... = Packets: 445 Displayed: 445 Marked: 0 Profile: Default

Wireshark

CONSOLE CONSOLE use HA STAT ALM TEMP PWR

Palo Alto Firewall

22



Future: Security in the Cloud



Shared Responsibility Model

Customer Data

Platform, Applications, Identity & Access Management

Customer

= (O Responsible for
security in’the
d Cloud

Operating System, Network & Firewall Configuration

Client-side Data Encryption & Data Server-side Encryption g
Integrity Authentication (File System and/or Data) (Encryption / Integrity / Identity)

Responsible for

security ‘of’
the Cloud

Infrastructure

Availability Zones Locations

AWS Giobal Fie
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Design Principles

;¢ Strong identity
: foundation

ie Traceability
‘e Security at all layers :

:e Automate

- Protect data in
transit and at rest

- Principle of least
privilege

‘e Prepare for security :
events

25



Channel Your
POTENTIAL

with

AWS Academy
\/‘7

Careers in the Cloud

EXTENDED > 2
UNIVERSITY Contact : jeff.ziskin@csuci.edu™ ==

CHANNEL (805) 437-2653

I S L ANDS
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BEST-SELLING AUTHOR OF DATA AND GOLIATH

CLICK HERE TO
KILL EVERYBODY

Security and Survival in
a Hyper-connected World

27

The Fall of Big Data and the Rise
of the Blockchain Economy




michael.soltys@csuci.edu

@MichaelMSoltys

http://prof.msoltys.com
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