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Cybersecurity

• GCTF: 40K unfilled jobs in 
California, 300K+ nation wide 
(https://www.cyberseek.org/heatmap.html)


• IP stolen: F-35 now the J-31


• Ransomware damages in 
2018 to exceed $8B


• Baltimore City hit, $18M loss, 
crippled for a month 
(https://www.comparitech.com/antivirus/ransomware-statistics/)
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• We want to serve our region:

- As a hub of expertise

- Create a workforce

- Offering training

- Educating the public

- Research & Development
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– Richard Bejtlich

“Security is the process of maintaining an 
acceptable level of perceived risk for a specified 
event” 
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Our Philosophy  
“Theory in practice”

• Strong theoretical foundations:


‣ Mathematics


‣ Algorithms and Protocols


‣ Programming                  Software Engineering


• Practical applications:


‣ Hands on examples


‣ R&D on real world problems


‣ Partnerships with the industry
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• Large attack surface


• Complexity


• Attribution


• Skill vs Ability

• Small gains


• Skills gap


• Public education

Why all these attacks? 
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What are the challenges? 
(Challenges are opportunities!)

• Scientific foundations 


• Software Engineering


• Business, IT & 
Academia

• Education:


• Public 


• Workforce


• Compliance: standards, 
policies and regulations
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The NETSEC club is a cyber security focused 
student organization. 

Our CTF team, 0x325, particpates
in online CTF competitions during
the semester. 

What we do:
Talks from professionals in industry
Particpate in online CTFs (Capture the Flag)
Tutorials/demos of pen testing tools
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Collaboration with 
SoCal HTTF
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SEAKER
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Password Beast
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Voyager
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Virus Total
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Courses
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COMP 424/524

AWUS 036 ACH
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Cryptoanalysis 
How to break a code 

Encoding vs Encryption
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Theory in Practice
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Needham-Schroeder Protocol



Theory in Practice
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Needham-Schroeder Protocol Kerberos: 3 headed hound of Hades



Theory in Practice
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Needham-Schroeder Protocol Kerberos: 3 headed hound of Hades

AWS Cognito: Identity Federation



Penetration Testing

Kali Linux Wireshark

Palo Alto Firewall
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Future: Security in the Cloud
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Shared Responsibility Model
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Design Principles

• Strong identity 
foundation


• Traceability


• Security at all layers


• Automate

• Protect data in 
transit and at rest


• Principle of least 
privilege 


• Prepare for security 
events
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with

AWS Academy

Contact : jeff.ziskin@csuci.edu
         (805) 437-2653

 

Careers in the Cloud 

Cloud Foundations COURSES
Cloud Architecting 

Course Starts January 11

Course Starts March 7
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michael.soltys@csuci.edu

@MichaelMSoltys

http://prof.msoltys.com
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