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What is cloud computing?

The on-demand delivery of IT resources over
public or private networks with zero up-front
costs, no long-term contracts, and pay-as-you-go
pricing
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Education IS Bullit on
AWS
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Industry leaders are building on AWS
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Why is security traditionally so hard?
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Lack of Lack of Defense-in-Depth Low degree
Visibility Resiliency Challenges of Automation




Four Security Benefits of the Cloud

Increased visibility
Increased availability and resiliency
True Defense-in-Depth

Ability to automate for governance and Security Operations
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APl Queries

Create new API

Means of obtaining Visibility

In Amazon AP| Gateway, an AP refers to a collection of resources and methods that can be invoked through HTTPS endpoints

Import from Swagger (@ Example API)

New API Clone from existing API

Example AP

Learn about the service by importing an example API and turning on hints throughout the console.

\

Console

Services v Resource Groups ~ *

AWS Systems Manager

Inventory
“schemes”: [
"https”

Find Resources
Saved Groups Filter by resource groups, tags or inventory types
,
“paths: {
s g
"post™: {

Built-In Insights
“produces”: [

Dashboard by CloudWatch

Compliance

Automation

Top 5 OS Versions

Use of resource tags

Top 5 Applications (AWS compone

fag key

“application/json”
1,
“responses™: {
"200": {
"description”: "200 response”,
“schema": {
“$ref": "a/definitio'\s/Emptyy

Run Command
Patch Manager
Maintenance Windows

State Manager

W ProjectCode
Managed Instances
Activations
Documents

Parameter Store

Top 5 Server Roles (Windows Only) Top 5 Services el-west- ra51405¢ P10X

e CL Describe

aws ec2 describe-instances --output text

EC2 Instance us-east-1 -00de5522bfe3536ab P200 /

r-dc2428b2
sg-6afblel2
3 8-116.compute-1.amazonaws.com
None i-bl5clfd2
tl.micro Xxen
enabled

d 2 2 S

AWS Spend Analysis

AWS Spend Analysis

Business
Intelligence
Tools

Month-to-date Spend

MONITORING

STATE 16
DevServer
PLACEMENT
/dev/=sdal

Month-to-date Spend by EC2 Instance Type EBS attached
/dev/sdf

EBS attached
/dev/=sdh

EBS attached
/dev/sdg

~

$9.99K

sg-6afblel2

default None us-east-1la

False vol-46lécczhb

Month-to-date Spend by Service

vol-1ab26877

ices, Inc. or its affiliates. All rights reserved. vol-fcd30991




AWS Services that provide Operational Visibility

IS &

CloudWatch

AWS Trusted

Advisor
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Inherit global security and compliance controls

Certifications / Attestations Laws / Regulations / Privacy Alighments / Frameworks
C5 = Agentina Data Privacy CIS (Center for Internet Security) ]
Cyber Essentials Plus e CISPE E CJIS (US FBI) =
DoD SRG = EU Model Clauses & CSA (Cloud Security Alliance) &
FedRAMP = FERPA = ENS High -
FIPS = GDPR “ EU-US Privacy Shield
IRAP = GLBA = FFIEC =
1SO 9001 @ HIPAA = FISC o
ISO 27001 @ HITECH @ FISMA =
IS0 27017 @ IRS 1075 = G-Cloud 35
IS0 27018 @ ITAR = GxP (US FDA CFR 21 Part 11) =
ENYS o My Number Act o ICREA @
MTCS - UK DPA - 1988 - IT Grundschutz -
PCI DSS Level 1 @ VPAT/Section 508 = MITA 3.0 (US Medicaid) =
SEC Rule 17-a-4(f) = Data Protection Directive E MPAA =
SOC1,S0C2,50C3 @& Privacy Act [Australia] e NIST =
Privacy Act [New Zealand] = PHR =
PDPA—2010 [Malaysia] cE Uptime Institute Tiers ]
PDPA—2012 [Singapore] = Cloud Security Principles >R
PIPEDA [Canada] [
® - industry or global standard Spanish DPA Authorization =
Spanish DPA Authorization =
o LTATASS © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS
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Implementing NIST’s

the WHITE HOUSE ' PRESIDENT DO TRUMP
[ ]
XeC tlve O rd e r aI I S ‘ ‘ BRIEFING ROOM ’ ISSUES ‘ THE ADMINISTRATION ’ PARTICIPATE ’ 1600 PENN ‘
u U [ [

HOME - BRIEFING ROOM - PRESIDENTIAL ACTIONS - EXECUTIVE ORDERS

ederal agencies to use NIST's

Office of the P Secret:
Speeches & Remarks ice of the Press Secretary

SF to manage cyber ris

Statements & Releases

Nominations & Presidential Executive Order

Appointments

Executive Orders

2. Amazon provides ON how [ A A

Presidential Memoranda Networks and Critical

VVS Se FVI ces al |g N tO C S F e Infrastructure

=— Menu

Products Solutions Pricing Software Support More ~ EXECUTIVE ORDER

webservices

3. Customers can ovepmm [

Tag: NIST CSF [RENGTHENING THE CYBERSECURITY OF FEDERAL NETWORKS AND CRITICAL

INFRASTRUCTURE
. New Whitepaper: Aligning to the NIST Cybersecurity Framework in the
snared Cioud services ana pees

Compliance | Permalink | @ Comments

CSF Core Category
Analysis (RS.AN): Analysis is to ensure P and support recovery

activities.
I e d R A M P P A I O S a n d Cybersecurity analysis requires investigative action, forensics, and
- * ® understanding of the incident. These necessarily require some level of human
Natlonal Ins"'“"e Of interaction. Though AWS services do not provide direct incident analytics, they

S'I‘u n da rd s a nd Tec h nology do provide services to assist with executing a formalized process and assessing
the breadth of impact.
Today, we released the Aligning to the NIST Cybersecurity Framework in the AWS Cloud whitepaper. Both public and commer

organizations can use this whitepaper to assess the AWS environment against the National Institute of Standards and Technol [FRTFEYeeRs.

u to Cy F
Cybersecurity Framework (CSF) and improve the security measures they implement and operate (also known as security in the
Y ) v . ( ) . P . ty ) Y ImP . P Rk ( v . Amazon Simple Workflow Executes the steps/tasks in your response playbook. Redundantly
The whitepaper also provides a third-party auditor letter attesting to the AWS Cloud offering’s conformance to NIST CSF risk Service stores the tasks, reliably dispatches them to application components,
management practices (also known as security of the cloud), allowing organizations to properly protect their data across AWS, tracks their progress, and keeps their latest state.

Provides a history of AWS API calls, including API calls made through
the AWS Management Console, AWS SDKs, command line tools, and
Order 13636, “Improving Critical Infrastructure Cybersecurity,” which called for the development of a voluntary framework to h other AWS services.

organizations improve the cybersecurity, risk management, and resilience of their systems. The Cybersecurity Enhancement A M . L
aintains a configuration history.
reinforced the legitimacy and authority of the NIST CSF by codifying it and its voluntary adoption into law, and federal agency
. . . ) o ] m Persistence store for analytic data.
Information Security Modernization Act (FISMA) reporting metrics now align to the NIST CSF. Though it is intended for adoptio
critical infrastructure sector, the foundational set of security disciplines in the NIST CSF has been endorsed by government an Amazon Glacier Vault Lock Provides Write O"?e’ Bead Many (WORM) operations for archiving
. . ) ) . unaltered communication data.
© 2019, INOQEVL AL IRk as a recommended baseline for use by any organization, regardless of its sector or size.
Amazon CloudWatch Logs Provides aggregated logs for analysis.

Amazon VPC Flow Logs Provides non-sampled capture information about the IP traffic going to
and from network interfaces in your VPC.

In February 2014, NIST published the Framework for Improving Critical Infrastructure Cybersecurity in response to Presidential






Region & Number of Availability Zones

AWS Global Infrastructure

AWS GovCloud EU
Oregon (3) Ireland (3)
2 2 6 9 1 7 6 Ohio (3) Frankfurt (3)
London (3)
Regions Availability Edge US West Paris (3)
Oregon (3) Stockholm (3)

ones Locations

Northern California (3)

Asia
US East Singapore (3)
N. Virginia (6) Sydney (3)
Ohio (3) Tokyo (4)
Seoul (2)
Canada Mumbai (2)
Central (2) Hong Kong (3)
Bahrain(3)
South America China
Sao Paulo (3) Beijing (2)
Ningxia (3)

Announced Regions

Jakarta, Milan, Cape Town



Scale globally with resilience in every region

The largest global foot print consistently built with a multi-AZ and multi-datacenter design

adWs
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Announced Regions

Jakarta, Milan, Sweden

AWS Region

Trans? AZ

A Region is a physical location in
the world where we have multiple
Availability Zones.

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Availability Zone (AZ)

=

Datacenter

s

Datacenter

s

Datacenter

Availability Zones consist of one or
more discrete data centers, each with
redundant power, networking, and
connectivity, housed in separate
facilities.

dWs
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Architecting for Resiliency in AWS

AWS Region
VPC

Availability Zone A

Availability Zone B |

CD Public Subnet oatoncing. C) Public Subnet
Web Server utg Scaling groyip Web Server '

g_bu App Subnet

App Server

Cj App Subnet

App Server

q Scaling : grom

d%

g_)n DB Subnet g_bn DB Subnet

P E

adWs : DB Primary DB Secondary |
~—" | |

Customer data center







Reality of Many On-Prem Network Defenses

Hard Quter Shell
(Perimeter)

adWs
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Soft and Gooey Middle
(LAN / Datacenter)



Defense-in-Depth in AWS at the Perimeter

AWS Cloud

AWS Region

VPC

VPC
w/ Subnet ACLs
Stateless Firewall

Web Server

&1 App Subnet

v
v
X

App Server

C.i\)., DB Subnet

O

DB Primary

'( )' Web Application Firewall

Partner Solutions
;. Firewall, IDS/IPS, WAF

Signature & Behavioral-based
Intrusion Detection System

using Machine Learning

GuardDuty

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

@G!—) DDoS Protection

Internet Gateway
Path to Public Internet
(Not present by default)

VPN Gateway

Secure DevOps Comms

Private Fiber Between
AWS & Customer




Defense-in-Depth in AWS between Workloads

AWS Cloud

AWS Region
. VPC 2

VPC 1 '
é:\_)n Public Subnet
& Public Subnet
Default VPC Peering
No (Private network connection
Communications = between VPCs)
Web Server
Web Server Between VPCs
Internet gateway w/ VPN

(Public path to Internet)
App Server App Server

& DB Subnet &8 DB Subnet

B E

DB Primary

&>

Private Link
(1-way secure comms)

DB Primary

1
aWS © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

€51 App Subnet €5 App Subnet
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Defense-in-Depth in AWS inside the Workload

AWS Cloud

AWS Region

VPC

----------------

C._T\_bnr Web Security Group
: |__||__I Signature & Behavioral-based
Intrusion Detection System

using Machine Learning

Operational View & Control

Statefull Firewall between of Resources

1
1 Web Each application tier
| AWS Systems

Servers
Manager

N~ - - - - - -

————————————————

i |
i . Does NOT allow peer-to-peer

Event Management
and Alerting

Security & Compliance
assessment

App
Servers

- Em o s o = = = = = = = o owm

Amazon
CloudWatch

- - - - - - -

@l fie

1
| communications by default
1
1

Amazon
Inspector

E
&
=N

e O B Security Group \
- 3'd Party EPS
' OS Anti-virus, Firewall
1 7 7 .
: @ i Host Intrusion APl Logging
| - Protection System
_DbBServer / CloudTrail

aws © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.







Remove Humans from the Data

aWS © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Amazon GuardDuty IDS

Reconnaissance

Instance recon:
« Port probe / accepted comm
« Port scan (intra-VPC)
« Brute force attack (IP)
« Drop point (IP)
 Tor communications
« Account recon
« Tor API call (failed)

Detections in white are signature based, state-
less findings

Detections in blue are behavioral, state-full
findings / anomaly detections

adWs

\-27

Instance compromise

ACCOUNT 1
ACCOUNT 2 -~
ACCOUNT 3 -

Enable GuardDuty

@ {

C&C activity

Malicious domain request
EC2 on threat list

Drop point IP

Malicious comms (ASIS)
Bitcoin mining

Outbound DDoS

Spambot activity
Outbound SSH brute force
Unusual network port
Unusual traffic volume/direction
Unusual DNS requests

Q CloudTrail Events

EE VPC Flow Logs
L
L

Continuously analyze

Account compromise

Intelligently detect threats

Malicious API call (bad IP)
Tor API call (accepted)
CloudTrail disabled
Password policy change
Instance launch unusual
Region activity unusual
Suspicious console login
Unusual ISP caller

Mutating API calls (create, update,
delete)

High volume of describe calls
Unusual IAM user added

Leverage actionable alerts



Automate with integrated services

o

Automated threat remediation

G = | CQT T\ == A\
0

a0

AAAAAAA

N g /- PUPPEL
Event (event- Lambda . -4
based) Function pagerdufu
Other AWS & Partner
Services
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Workloads appropriate for AWS

17 ]

Web applications Backup, Disaster Security Development

and websites recovery recovery Operations and test
and archiving

Data center
migration
and hybrid

»° =l b
- &
Edn > @
e = )
Mission critical . High-performance .
' Big data . Mobile loT
applications Enterprise IT 5 computing
aWS © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank youl!
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